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Abstract	  
This	  deliverable	  presents	  the	  user-‐aided	  data	  collection	  mechanism	  of	  LEADS	  and	  focuses	  on	  
the	   design	   and	   implementation	   details	   of	   the	   user-‐aided	   publishing	   interface.	   It	   also	   pre-‐
sents	  the	  experimental	  evaluation	  of	  the	  ability	  of	  user-‐aided	  publishing	  for	  collecting	  data	  
compared	  to	  the	  crawling-‐based	  data	  collection.	  Finally,	   it	  presents	  an	  initial	  prototype	  im-‐
plementation	  of	  the	  distributed	  crawlers.	  	  
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Executive	  summary	  
LEADS	  is	  a	  decentralized	  Data-‐as-‐a-‐Service	  (DaaS)	  framework	  that	  runs	  on	  an	  elastic	  collection	  of	  mi-‐
cro-‐clouds	  to	  gather,	  store	  and	  process	  data.	  The	  data	  collection	  in	  LEADS	  is	  performed	  in	  a	  fully	  dis-‐
tributed	  way	  through	  two	  mechanisms:	  crawling-‐based	  data	  collection,	  which	  is	  a	  geographically	  dis-‐
tributed	   version	   of	   the	   traditional	   web	   crawling,	   and	   user-‐aided	   data	   collection,	   which	   relies	   on	  
LEADS	  users	  to	  actively	  report	  their	  data	  to	  the	  platform.	  	  	  
	  
In	  this	  deliverable,	  we	  first	  present	  the	  architecture	  of	  the	  distributed	  data	  collection	  of	  LEADS.	  We	  
then	   present	   the	   user-‐aided	   data	   collection	  mechanism	   of	   LEADS.	   The	   user-‐aided	   data	   collections	  
aims	   to	   collect	  user	  generated	  data	  and	  data	   that	  are	  difficult	   to	  be	  collected	  by	  crawling.	   It	   inno-‐
vates	  in	  the	  design	  of	  a	  user	  publishing	  interface	  that	  enables	  real-‐time	  publishing	  of	  user	  generated	  
content	  and	  the	  application	  oriented	  data	  pre-‐processing	  that	  ensures	  only	  new	  and	  high	  quality	  da-‐
ta	  are	  incorporated	  to	  LEADS.	  We	  focus	  on	  the	  design	  and	  implementation	  of	  the	  user-‐aided	  publish-‐
ing	  interface	  and	  leave	  the	  pre-‐processing	  of	  user	  published	  data	  to	  future	  deliverables.	  	  
	  
Specifically,	  the	  user-‐aided	  data	  collection	  relies	  on	  users	  to	  provide	  data	  to	  LEADS.	  Users	  can	  send	  
the	  web	  pages	   they	   create	  or	   they	   visit,	   along	  with	   their	   own	   tags	   or	   comments	   to	   the	  Key-‐Value	  
store	  of	  LEADS.	  A	  key	  component	  for	  enabling	  this	  functionality	  is	  what	  we	  call	  the	  user-‐aided	  pub-‐
lishing	   interface,	  which	  allows	  users	   to	  either	  explicitly	  or	   implicitly	   send	   their	  data	   (as	  well	   as	   the	  
associated	  metadata)	  to	  LEADS.	  The	  user-‐aided	  publishing	  interface	  is	  designed	  as	  a	  plug-‐in	  on	  web	  
browsers,	  and	   is	   implemented	  as	  a	  Chrome	  extension.	  Therefore,	  users	  are	  able	   to	  use	   it	  easily	  on	  
their	  end	  devices.	  
	  
We	  also	  evaluate,	  using	  large-‐scale	  datasets	  collected	  both	  by	  crawling	  and	  by	  means	  comparable	  to	  
user-‐aided	  data	  publishing,	  the	  potential	  of	  user-‐aided	  publishing	  to	  collect	  the	  data	  that	  is	  difficult	  
to	  collect	  with	  crawlers.	  The	  result	  is	  very	  promising:	  a	  large	  fraction	  of	  pages	  collected	  from	  the	  us-‐
ers	  using	  user-‐aided	  publishing	  cannot	  be	  timely	  crawled	  by	  the	  crawlers.	  
	  
Finally,	  we	  present	  the	  architecture	  of	  the	  crawling-‐based	  data	  collection	  mechanism	  of	  LEADS,	  and	  
an	  initial	  simple	  implementation	  of	  its	  principles.	  The	  crawlers	  fetch	  the	  publicly	  available	  web	  pages	  
in	  a	  similar	  way	  as	  the	  traditional	  web	  crawlers	  of	  search	  engines,	  but	   innovates	   in	  distributing	  the	  
crawling	  process	  to	  geographically	  distributed	  micro-‐clouds	  while	  ensuring	  the	  efficiency	  and	  the	  low	  
cost.	  We	  also	  present	  a	  prototype	  implementation	  of	  the	  distributed	  scrawlers.	  This	  crawler	  is	  built	  
on	   top	  of	   flaxcrawler	   and	   interacts	  with	   Infinispan	   that	   implements	   the	   core	  of	   the	   LEADS	   storage	  
layer.	  	  
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1. Introduction	  
There	   is	   a	  wealth	   of	   publicly	   available	   data	   in	   today’s	   Internet	   that	   can	   be	   exploited	   by	   large	   and	  
small	  companies	  in	  various	  business	  domains.	  Collecting,	  storing,	  processing,	  and	  querying	  the	  rapid-‐
ly	  increasing	  amounts	  of	  data	  is	  becoming	  a	  major	  challenge,	  and	  having	  the	  capability	  to	  do	  so	  is	  a	  
strong	  asset	  for	  the	  few	  big	  companies	  with	  sufficient	  infrastructural	  resources.	  LEADS	  is	  designed	  as	  
a	  decentralized	  Data-‐as-‐a-‐Service	  (DaaS)	  framework	  that	  runs	  on	  an	  elastic	  collection	  of	  micro-‐clouds	  
to	  gather,	  store	  and	  process	  data	  so	  that	  small	  companies	  can	  perform	  large	  and	  challenging	  tasks	  in	  
a	  pay-‐as-‐you-‐go	  approach	  using	  LEADS.	  	  
	  
This	  work	  package	  focuses	  on	  the	  mechanisms	  of	  collecting	  data	  that	  is	  publically	  available	  in	  the	  In-‐
ternet,	  which	  will	  form	  the	  basis	  of	  the	  service	  that	  LEADS	  aims	  to	  provide.	  There	  exist	  many	  types	  of	  
public	   data	   that	   can	   be	  made	   available	   on	   LEADS	   for	   various	   application	   domains	   and	   companies.	  
Web	  content,	  inter-‐connected	  Web	  graph,	  and	  Web	  content	  enriched	  by	  user-‐generated	  content	  are	  
especially	  of	  interest	  for	  the	  LEADS	  platform.	  The	  gathered	  data	  can	  be	  served	  to	  users	  (small	  com-‐
panies,	  research	  institutes,	  individual	  users	  etc.)	  to	  support	  various	  form	  of	  applications,	  such	  as	  (1)	  a	  
Web	  graph	  service	  that	  allows	  users	  to	  access	  and	  analyse	  the	   inter-‐connected	  Web	  graph	  and	  the	  
associated	  content,	  (2)	  data	  mining	  service	  that	  allows	  users	  to	  mine	  information	  (feedback,	  trends,	  
etc.)	   from	  the	  available	  Web	  content	  stored	   in	   the	  platform,	  based	  on	  the	  real-‐time	  stream	  of	  col-‐
lected	  content	  or	  a	  combination	  of	  both.	  
	  
The	  data	  collection	  in	  LEADS	  is	  performed	  in	  a	  fully	  distributed	  way.	  LEADS	  uses	  a	  decentralized	  plat-‐
form	  composed	  of	  a	  collection	  of	  micro-‐clouds,	  consisting	  of	  a	  number	  of	  servers	  in	  the	  double-‐digit	  
range	  (typically	  between	  12	  and	  24	  multi-‐core	  servers).	  The	  data	  will	  be	  collected	  through	  the	  collab-‐
oration	  of	  these	  micro-‐clouds.	  
	  
There	   exist	   many	   design	   alternatives	   for	   sequential	   [LLW+08],	   parallel	   [HN99,	   CG02,	   SS02,	   ZD02,	  
BCS+04],	  and	  geographically	  distributed	   [CPJ+08,	  EMP+05,	  EMP+08]	  Web	  crawlers.	  The	   three	  main	  
quality	  objectives	  are	  achieving	  high	  collection	  quality	  through	  download	  scheduling	  [CGP98,	  NW01],	  
maintaining	  page	  freshness	  [CG00,	  CG03],	  and	  obtaining	  high	  Web	  coverage	  [DGK+07,	  LG00].	  Unfor-‐
tunately,	  with	  such	   forms	  of	  crawling,	  data	  collection	   is	   limited	   to	   following	  hyperlinks,	  and	  not	  all	  
content	  on	  the	  Web	  can	  be	  accessed	  that	  way	  [Ber01].	  For	  example,	  a	  high	  fraction	  of	  the	  content	  on	  
the	  Web	  corresponds	  to	  the	  deep	  web	  that	  is	  only	  accessible	  through	  web	  forms	  [RGM01],	  which	  are	  
often	  dynamically	  generated	  only	  when	  users	  fill	   the	  forms	  and	  submit	  them	  to	  the	  back-‐end	  data-‐
bases.	   The	  main	   challenge	   to	   collect	   such	  data	   through	   crawling	   is	   to	   discover	   entry	   points	   to	   the	  
hidden	  Web	  pages	  [BF07]	  or	  to	  sample	  them	  via	  automated	  form	  filling	  [JKK+08,	  NZC05].	  However,	  
these	   approaches	   are	  not	   efficient	   enough	  while	   they	   risk	   incurring	   too	  much	  burden	  on	   the	   sites	  
hosting	  the	  pages.	   	  LEADS	  aims	  to	  collect	  such	  pages	  to	  expand	   its	  data	  collection	  built	  upon	  tradi-‐
tional	   crawling.	   Besides,	   the	   traditional	   web	   usually	   does	   not	   provide	   users	   the	   facility	   to	   tag	   or	  
comment	  the	  data	  they	  visit	  on	  the	  Web,	  and	  then	  query	  the	  corresponding	  tags	  or	  comments	  they	  
previously	   generated.	   Yet,	   the	  prevalence	  of	   the	   social	   networking	   systems	   like	   Facebook,	   Twitter,	  
etc.	  and	  social	  tagging	  systems	  like	  Delicious,	  Flickr,	  etc.	  have	  demonstrated	  that	  users	  indeed	  have	  
the	  need	  to	  express	  themselves	  and	  to	  exploit	  the	  data	  through	  personalization	  when	  accessing	  and	  
exploiting	  Web	  data.	  User-‐generated	  data	   like	   tags,	   comments,	  etc.	   are	   thus	  another	   form	  of	  data	  
that	  LEADS	  aims	  to	  collect	  in	  order	  to	  enrich	  the	  data	  mining	  service	  it	  provides,	  such	  as	  sentiment	  or	  
trend	  analysis.	  
	  
Therefore,	  LEADS	  innovates	  on	  a	  new	  form	  of	  data	  collection,	  which	  we	  call	  user-‐aided	  data	  collec-‐
tion,	   to	  gather	   the	  web	  pages	   that	  are	  difficult	   to	  be	   crawled	  by	   crawlers,	   and	   the	  user-‐generated	  
data	  around	  the	  crawled	  web	  pages,	  as	  soon	  as	  they	  are	  visited	  or	  generated,	  i.e.,	  user-‐aided.	  Specif-‐
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ically,	  the	  user-‐aided	  data	  collection	  mechanism	  relies	  on	  a	  user-‐publishing	  interface,	  i.e.,	  a	  plug-‐in	  to	  
the	  web	  browser	  of	  each	  user,	  to	  collect	  such	  data.	  When	  user	  accesses	  or	  creates	  a	  web	  page,	  she	  
can	   associate	  metadata	   (e.g.,	   tags,	   comments,	   etc.)	  with	   the	   page	   that	   she	   is	   visiting	   through	   the	  
LEADS	  publishing	  interface.	  Then	  the	  URL	  of	  the	  page,	  as	  well	  as	  its	  metadata,	  will	  be	  sent	  to	  the	  us-‐
er-‐aided	  data	  collection	  system.	  After	  filtering	  redundant	  and	  spam	  content,	  the	  data	  will	  be	  stored	  
to	  the	  Key-‐Value	  store	  of	  the	  LEADS	  platform.	  
	  
In	  this	  deliverable,	  we	  focus	  on	  the	  design	  and	  implementation	  of	  the	  user-‐aided	  publishing	  interface	  
that	  allows	  LEADS	  to	  collect	  web	  data	  as	  well	  as	  user-‐generated	  data	  in	  near	  real	  time	  (Section	  3	  and	  
Section	  4).	  The	  filtering	  of	  redundant	  and	  spam	  content	  will	  be	  addressed	  in	  the	  following	  deliverable	  
(D1.3).	   In	   this	  deliverable,	  we	  also	  provide	  experimental	  evaluation	   to	  estimate	   the	  amount	  of	   the	  
data	  that	  can	  be	  gathered	  by	  the	  user-‐aided	  data	  collection	  mechanism	  in	  addition	  to	  the	  crawling-‐
based	   data	   collection	  mechanism	   (Section	   5).	   Besides,	   LEADS	   also	   deploys	   an	   crawling-‐based	   data	  
collection	  mechanism	  that	  crawls	  the	  web	  pages	  in	  a	  similar	  way	  as	  the	  traditional	  crawlers	  of	  search	  
engines,	  but	  performs	  the	  crawling	  in	  geographically	  distributed	  micro-‐clouds.	  Although	  it	  is	  indicat-‐
ed	   in	  the	  description	  of	  work	  that	  the	  focus	  of	  this	  deliverable	   is	  on	  the	  user-‐aided	  data	  collection,	  
we	  provide	  a	  specification	  of	   the	  crawling-‐based	  data	  collection	  and	  a	  description	  of	   the	   initial	   im-‐
plementation	  we	  build	  during	  the	  first	  year	  of	  the	  project.	  We	  chose	  to	  work	  in	  advance	  on	  the	  sub-‐
ject	  in	  order	  to	  ease	  integration	  and	  testing.	  We	  provide	  an	  early	  and	  simple	  crawler	  that	  will	  be	  later	  
evolved	  (or	  used	  as	  an	  inspiration)	  for	  the	  more	  complete	  crawlers	  due	  at	  the	  end	  of	  the	  project.	  
	  

2. Distributed	  data	  collection	  in	  LEADS	  
Before	  going	  to	  the	  details	  of	  the	  user-‐aided	  user-‐publishing	   interface,	  we	  first	  give	  an	  overview	  of	  
the	  entire	  distributed	  data	  collection	  framework	  of	  LEADS.	   In	  LEADS,	  public	  data	  that	  is	  available	   in	  
the	  Internet	  is	  collected	  in	  a	  fully	  distributed	  way,	  through	  two	  different	  mechanisms:	  crawling-‐based	  
data	  collection	  and	  user-‐aided	  data	  collection.	  Figure	  1	  shows	  the	  high	  level	  architecture	  of	  the	  data	  
collection	  framework	  of	  LEADS,	  focusing	  on	  the	  data	  flows	  inside	  the	  system.	  	  
 

 

Figure	  1:	  Architecture	  of	  the	  distributed	  data	  collection	  framework	  
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The	  crawling-‐based	  data	  collection	  mechanism	  relies	  on	  web	  crawlers	  located	  in	  geographically	  dis-‐
tributed	  micro-‐clouds	  to	  fetch	  content	  from	  the	  Web.	  Each	  crawler	  is	  in	  charge	  of	  crawling	  a	  fraction	  
of	  the	  web	  pages	  from	  the	  Web	  by	  following	  the	  link	  structure	  of	  the	  pages	  that	  have	  been	  fetched.	  
Following	  the	  link	  structure	  is	  the	  standard	  technique	  used	  by	  commercial	  search	  engines	  to	  discover	  
and	   acquire	   public	   data.	   The	   crawling-‐based	   data	   collection	  mechanism	   of	   LEADS	   differs	   from	   the	  
traditional	  Web	  crawling	  by	  performing	  the	  crawling	  tasks	  in	  geographically	  distributed	  micro-‐clouds	  
rather	  than	  in	  a	  single	  cloud,	  which	  aims	  at	  increasing	  the	  efficiency	  of	  data	  collection	  and	  the	  scala-‐
bility	  of	  the	  system.	  Therefore,	  the	  crawlers	  located	  in	  different	  micro-‐clouds	  may	  need	  to	  communi-‐
cate	  with	  each	  other	  to	  determine	  the	  set	  of	  web	  pages	  they	  should	  crawl	  to	  ensure	  the	  overall	  per-‐
formance.	  We	  present	  an	  early	  implementation	  of	  the	  distributed	  crawlers,	  as	  well	  as	  the	  distribution	  
of	  URLs	  among	  crawlers	  in	  Section	  6.	  	  
	  
The	  user-‐aided	  data	   collection	  mechanism	  of	   LEADS	  allows	  users	   to	  publish,	   in	   near	   real-‐time,	   the	  
web	  pages	  that	  they	  are	  visiting	  or	  creating,	  to	  the	  LEADS	  platform	  through	  the	  user-‐publishing	  inter-‐
face.	   	  Users	   can	   also	  publish	  metadata	   like	   tags,	   reviews,	   etc.	   to	   pages,	   providing	   additional	   infor-‐
mation	  that	  can	  be	  leveraged	  for	  data	  analysis	  served	  by	  LEADS.	  Data	  will	  be	  published	  to	  only	  one	  
micro-‐cloud	  and	  then	  stored	  to	  other	  micro-‐clouds	  if	  necessary,	  according	  to	  the	  data	  placement	  pol-‐
icy	  of	   the	  LEADS	  Key-‐Value	  store.	  The	  user-‐aided	  data	  collection	  mechanism	   is	  an	  enhancement	  of	  
the	  crawling-‐based	  data	  collection	  mechanism.	  
	  

3. Specification	  of	  user-‐aided	  data	  collection	  
3.1 High-‐level	  design	  

The	  user-‐aided	  data	  collection	  mechanism	  relies	  on	  end	  users	  to	  discover	  data	  that	  are	  difficult	  to	  be	  
gathered	  by	  the	  crawling-‐based	  data	  collection	  mechanism.	  As	  we	  have	  discussed,	  such	  data	  include	  
the	  data	  in	  the	  Web	  that	  are	  often	  present	  in	  dynamically	  generated	  web	  pages,	  and	  user	  generated	  
metadata	   in	   the	   form	  of	   tags,	   comments,	   etc.	   to	   provide	   complementary	   information	   on	   the	  web	  
data.	  To	  discover	  and	  collect	  data	  from	  users,	  the	  user-‐aided	  data	  collection	  mechanism	  allows	  users	  
to	   explicitly	   or	   implicitly	   publish	   their	   data	   through	   a	   user	   publishing	   interface.	   These	   data	  will	   be	  
then	  selectively	  fetched	  and	  updated	  in	  the	  LEADS	  storage	  layer.	  	  
	  
Figure	   2	   depicts	   the	  high	   level	   architecture	  of	   the	  user-‐aided	  data	   collection	   framework	  of	   LEADS,	  
focusing	   on	   a	   single	   micro-‐cloud.	  When	   a	   user	   accesses	   the	   data	   in	   the	   Internet,	   she	   can	   decide	  
whether	  to	  associate	  any	  metadata	  with	  this	  URL	  that	  she	  is	  visiting.	  Then	  the	  URL	  (and	  its	  metadata)	  
will	   be	   sent	   to	   the	  user-‐aided	  data	   collection	   system	  of	   a	  micro-‐cloud.	   The	   specific	  micro-‐cloud	   to	  
which	   the	  URL	   (and	   its	  metadata)	   should	   be	   sent	   can	   be	   determined	  with	   respect	   to	   different	   re-‐
quirements	  on	  the	  system.	  In	  LEADS,	  the	  selection	  of	  the	  micro-‐cloud	  in	  charge	  of	  the	  URL	  (and	  the	  
metadata) depends	   on	   the	   key	   assignment	   techniques	   used	   by	  WP2	   and	  WP4.	   Besides,	   users	   of	  
LEADS	  can	  also	  create	  their	  own	  data	  and	  create	  a	  URL	  to	  them,	  and	  explicitly	  report	  the	  URL	  and	  its	  
metadata	  to	  the	  user-‐aided	  data	  collection	  system	  of	  a	  micro-‐cloud.	  We	  present	  the	  design	  and	  the	  
implementation	  of	  the	  user-‐publishing	  interface	  in	  Section	  4.	  	  
	  
All	  the	  user	  published	  data	  are	  sent	  to	  the	  pre-‐processing	  unit	  of	  the	  micro-‐cloud,	  which	  is	  in	  charge	  
of	  filtering	  and	  merging	  the	  received	  data	  before	  putting	  them	  to	  the	  data	  collection.	  Data	  that	  suc-‐
cessfully	  pass	  pre-‐processing	  is	  then	  inserted	  in	  the	  Key-‐Value	  store.	  If	  the	  content	  in	  a	  web	  page	  is	  
published,	  the	  URL	  of	  the	  web	  page,	  as	  well	  as	  the	  associated	  data	  and	  metadata	  will	  be	  inserted	  in	  
the	  Key-‐Value	  store.	  Otherwise,	   if	   the	  content	  of	  a	  web	  page	   is	  not	  published,	   the	  URL	  of	   the	  web	  
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page	  will	  be	  added	  to	  the	  frontier1	  of	  the	  user-‐aided	  crawler	  to	  fetch	  the	  content	  pointed	  by	  the	  URL.	  
Note	   that	   the	  pre-‐processing	  will	   be	  addressed	   in	   the	   following	  deliverable.	   In	   this	  deliverable,	  we	  
assume	   that	   all	   the	   pages	   and	   the	   associated	  metadata	   published	  by	   users	   are	   valid,	   i.e.,	   the	   pre-‐
processing	  unit	  is	  ignored	  in	  the	  current	  data	  flow.	  We	  evaluate,	  based	  on	  this	  assumption,	  to	  which	  
extent	   the	   user-‐aided	   data	   collection	   allows	   to	   enlarge	   the	   data	   collection	   obtained	   by	   crawling-‐
based	  data	  collection	  in	  Section	  5.	  This	  gives	  an	  upper	  bound	  on	  the	  ability	  of	  user-‐aided	  data	  collec-‐
tion	  to	  gather	  data	  for	  the	  LEADS	  platform.	  	  
	  

	  

Figure	  2:	  Design	  of	  user-‐aided	  data	  collection	  framework	  in	  a	  micro-‐cloud	  

	  

3.2 Requirements	  

The	  objective	  of	  user-‐aided	  data	  collection	  is	  to	  efficiently	  discover	  data	  that	  is	  difficult	  to	  be	  discov-‐
ered	  by	  the	  crawling-‐based	  data	  collection,	  and	  to	  effectively	  enrich	  the	  data	  (collected	  either	  by	  the	  
crawlers	  or	  provided	  by	  users)	  with	  user-‐generated	  metadata.	  The	  data	  collected	  user-‐aided	  can	  be	  
then	  merged	  to	  the	  data	  collected	  by	  crawlers	  to	  build	  a	  Web	  graph,	  which	  is	  then	  used	  by	  LEADS	  for	  
its	  Web	  graph	  service.	  To	  this	  end,	  the	  user-‐aided	  data	  collection	  mechanism	  needs	  to	  meet	  the	  fol-‐
lowing	  requirements:	  

• High	  quality	  data.	  The	  quality	  of	  data	  is	  key	  to	  the	  quality	  of	  the	  data	  services	  provided	  by	  LEADS,	  
while	   users	  may	   publish	   different	   kinds	   of	   data	   or	  metadata	  with	   various	   qualities	   for	   different	  
purposes.	  It	  is	  important	  to	  filter	  out	  low	  quality	  and	  malicious	  data	  to	  make	  sure	  only	  high	  quality	  
data	  are	  collected.	  	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 Frontier is the list of URLs to be crawled by a crawler.  
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• Efficient	  crawling.	  The	  user-‐aided	  data	  collection	  should	  not	  fetch	  all	  the	  data	  published	  by	  users,	  
but	  should	   focus	  on	  the	  data	   that	  are	  difficult	   to	  be	  collected	  by	  the	  crawling-‐based	  data	  collec-‐
tion,	  unless	  the	  data	  have	  high	  requirement	  on	  its	  freshness	  and	  need	  to	  be	  updated	  in	  near	  real-‐
time.	  This	  allows	  avoiding	  redundant	  fetching	  of	  the	  same	  data	  and	  ensuring	  efficient	  crawling.	  

	  

3.2.1 Requirements	  on	  quality	  

3.2.1.1 Crawl	  ordering	  
Web	  crawlers	  usually	  order	  the	  URLs	  to	  crawl	  according	  to	  their	  estimated	  importance	  values,	  such	  
as	  the	  quality	  of	  their	  content	  [CGP98],	  their	  connectivity	  with	  other	  pages	  [EMT04]	  and	  their	  impact	  
on	  the	  associated	  applications	  [PO05].	  	  Different	  from	  crawling,	  the	  user-‐aided	  data	  collection	  mech-‐
anism	  of	  LEADS	  mainly	  focuses	  on	  collecting	  the	  content	  that	  are	  generated	  by	  users.	  Clearly,	  if	  users	  
publish	  data	  to	  LEADS,	  they	  probably	  want	  to	  see	  that	  data	  available	  for	  certain	  data	  services	  as	  soon	  
as	  possible.	  Therefore,	  the	  user-‐aided	  data	  collection	  needs	  to	  ensure	  near	  real-‐time	  crawling	  of	  data	  
that	  is	  published	  by	  users.	  	  The	  freshness	  of	  data	  is	  a	  quality	  feature	  to	  be	  taken	  into	  account	  when	  
designing	  the	  crawling	  order	  for	  the	  user-‐aided	  data	  collection	  system.	  	  

3.2.1.2 Dealing	  with	  malicious	  publishing	  
Users	  of	  LEADS	  are	  given	  the	  freedom	  to	  publish	  their	  own	  data	  as	  well	  as	  associate	  metadata	  and	  
attach	  it	  to	  data	  that	  is	  already	  stored	  in	  the	  LEADS	  platform.	  However,	  users	  may	  abuse	  the	  system	  
by	   intentionally	  publishing	   irrelevant	  or	  even	  malicious	   content	   for	   various	  purposes.	   For	   instance,	  
users	  may	  associate	  fake	  reviews	  to	  some	  products	  to	  bias	  or	  even	  damage	  the	  reputation	  of	  those	  
products	  or	  promote	  their	  own	  products	  [LNJ+10].	  In	  fact,	  malicious	  data	  can	  take	  many	  forms,	  pos-‐
sibly	  manifesting	  as	  a	  web	  page,	  an	  annotation,	  a	  user	  profile,	  or	  an	  automated	  review.	  The	  motiva-‐
tions	  of	  such	  data	  can	  be	  advertising,	  self-‐promotion,	  disruption,	  curiosity,	  or	  disparaging	  a	  competi-‐
tor	  [KGM07].	  To	  ensure	  the	  quality	  of	  the	  data	  services	  provided	  by	  LEADS,	  especially	  those	  related	  
to	  sentiment	  mining,	   it	   is	   important	   to	  keep	   the	  data	  collection	  clean	  by	  detecting	  and	  eliminating	  
malicious	  publishing.	  
	  

3.2.2 Requirements	  on	  efficiency	  

3.2.2.1 Reducing	  redundancy	  
The	  user-‐aided	  data	  collection	  system	  of	  LEADS	  allows	  users	  to	  publish	  their	  own	  data	  either	  explicit-‐
ly	  or	   implicitly	  to	  the	  system.	  Unselectively	  collect	  all	  data	  whenever	   it	   is	  published	  by	  users	  would	  
cause	   unnecessary	   bandwidth	   consumption.	   This	   is	   because	   different	   users	  may	   publish	   the	   same	  
data	  at	  different	  time	  across	  the	  network.	  For	  instance,	  users	  may	  visit	  the	  same	  web	  page	  describing	  
an	  emerging	  event.	  Users	  may	  also	  generate	  same	  tags	  for	  annotating	  some	  content	  in	  the	  Web.	  In	  
such	   cases,	   unless	  new	  data	   is	   available,	  we	  do	  not	  want	   to	   fetch	   the	   same	   content	   several	   times	  
simply	  because	  they	  are	  independently	  published	  by	  different	  users	  at	  different	  time.	  Moreover,	  us-‐
ers	  may	  publish	  incremental	  updates,	  such	  as	  tags,	  comments,	  etc.	  on	  the	  same	  page.	  Even	  if	  crawl-‐
ing	  the	  page	  each	  time	  brings	  new	  data,	  this	  may	  still	  be	  a	  waste	  of	  bandwidth	  as	  only	  increments	  are	  
necessary	  to	  update	  the	  data	  collection.	  Besides,	  users	  may	  publish	  content	  that	  are	  already	  availa-‐
ble	  in	  LEADS	  through	  the	  crawling-‐based	  data	  collection.	  Therefore,	  it	  is	  important	  for	  the	  user-‐aided	  
data	  collection	  system	  to	  pre-‐process	  the	  data	  published	  by	  users,	  before	  putting	  them	  to	  the	  fron-‐
tier	  of	  the	  user-‐aided	  crawler,	  to	  avoid	  redundant	  data	  fetching	  as	  much	  as	  possible.	  	  

3.2.2.2 Crawler	  throughput	  
User	  published	  content	  will	  be	  assigned	  to	  a	  user-‐aided	  crawler	  for	  fetching.	  Similar	  to	  a	  web	  crawler,	  
a	   user-‐aided	   crawler	   also	   runs	  multiple	   processes	   in	   parallel	   [CG03,	  HN99]	   to	   increase	   throughput	  
until	  the	  available	  bandwidth	  for	  fetching	  the	  data	  saturates.	  	  Once	  a	  user-‐aided	  crawler	  saturates	  its	  
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bandwidth	   or	   there	   is	   too	  much	   data	   to	   be	   processed	   before	   passing	   it	   to	   the	   crawler,	   a	   decision	  
should	  be	  made	  to	  shift	   the	  newly	  published	  content	   to	  other	  crawlers	  with	  available	   resources	   to	  
ensure	  the	  overall	  throughput	  of	  the	  system.	  	  
	  
In	   the	  next	  section,	  we	  present	   the	  design	  and	   implementation	  of	   the	  user-‐publishing	   interface,	  as	  
well	   as	   how	   the	   user-‐aided	   data	   collection	   system	  meets	   the	   requirements	   on	   crawl	   ordering	   and	  
reducing	  redundancy.	  	  
	  

4. Design	  and	  implementation	  of	  the	  user-‐aided	  publishing	  interface	  
4.1 Functionality	  of	  the	  user-‐aided	  publishing	  interface	  

The	  user-‐aided	  data	  collection	  mechanism	  relies	  on	  users	  to	  provide	  data	  to	  the	  platform.	  Specifical-‐
ly,	  users	  can	  send	  the	  web	  pages	  they	  create	  or	  they	  visit,	  along	  with	  their	  own	  tags	  or	  comments	  to	  
the	  Key-‐Value	   store	  of	   LEADS.	  As	  we	  have	  seen,	  a	  key	  component	   for	  enabling	   this	   functionality	   is	  
what	  we	  call	  the	  user-‐aided	  publishing	  interface,	  which	  allows	  users	  to	  either	  explicitly	  or	   implicitly	  
send	  their	  data	  to	  LEADS.	  Basically,	  the	  publishing	  interface	  will	  perform	  the	  following	  actions:	  

• Allow	  users	   to	  explicitly	  publish	  the	  data	  they	  create,	   typically	   linked	  by	  a	  URL,	   to	  the	  plat-‐
form.	   The	   URL	   of	   the	   published	   data	   is	   explicitly	   provided	   by	   user.	   Users	   can	   associate	  
metadata,	  in	  the	  form	  of	  tags,	  comments,	  etc.,	  to	  provide	  additional	  descriptions	  of	  the	  pub-‐
lished	  data.	  The	  metadata	  can	  be	  empty	  if	  users	  do	  not	  have	  any	  metadata	  to	  associate	  with	  
the	  data	  they	  publish.	  	  

• Allow	  users	  to	   implicitly	  publish	  the	  web	  pages	  they	  visit	   to	  LEADS.	  The	  URL	  and	  the	  corre-‐
sponding	   data	   are	   automatically	   extracted	   from	   the	  web	   pages	   being	   visited,	   without	   any	  
additional	  input	  from	  users.	  Users	  can	  associate	  metadata	  to	  the	  pages	  they	  are	  visiting.	  The	  
metadata	  can	  be	  empty	  if	  users	  do	  not	  have	  any	  metadata	  to	  associate	  with	  the	  web	  pages	  
they	  are	  visiting.	  

The	  user	  publishing	   interface	  will	   report	   the	  published	  data	   in	  the	  form	  of	  <URL,	   timestamp,	  data>	  
triples	  to	  the	  user-‐aided	  data	  collection	  system.	  The	  URL	  is	  the	  link	  to	  the	  published	  data	  and	  is	  thus	  
mandatory.	  The	  timestamp	  is	  the	  Unix	  timestamp	  that	  indicates	  when	  the	  data	  is	  published.	  Data	  is	  
in	  JSON	  format,	  composed	  of	  a	  set	  of	  fields,	  such	  as	  the	  identifier	  of	  the	  user	  who	  makes	  the	  publica-‐
tion,	  the	  title	  of	  published	  data,	  the	  metadata	  associated	  to	  the	  published	  data.	  	  
	  

4.2 Design	  of	  the	  user-‐aided	  publishing	  interface	  

The	  user-‐aided	  publishing	  interface	  is	  conceived	  as	  a	  plug-‐in	  to	  a	  Web	  browser.	  Users	  would	  be	  able	  
to	  use	  it	  easily	  on	  their	  end	  devices.	  This	  plug-‐in provides	  the	  above	  described	  functionalities	  and	  the	  
published	  data	  will	  be	  sent	  to	  LEADS	  to	  serve	  the	  potential	  data	  mining	  tasks.	  	  
	  
Figure	  3	  depicts	  the	  user-‐aided	  publishing	  interface.	  In	  order	  to	  publish	  data,	  user	  first	  needs	  to	  go	  to	  
the	  web	  browser.	  By	  clicking	  on	  the	  LEADS	  icon	  on	  the	  top-‐right	  corner,	  the	  publishing	  interface	  ap-‐
pears	  as	  a	  popup	  window.	  The	  user-‐aided	  publishing	  interface	  supports	  two	  types	  of	  publishing:	  ex-‐
plicit	  publishing	  and	  passive	  publishing.	  	  
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Figure	  3:	  User-‐aided	  publishing	  interface	  of	  LEADS	  

	  
Figure	  4	  further	  depicts	  the	  important	  fields	  in	  the	  publishing	  interface.	  	  
	  

	  

Figure	  4:	  Popup	  publishing	  window	  

	  
For	  the	  explicit	  publishing,	  a	  user	  needs	  to	  type	  or	  copy	  the	  URL	  that	  links	  to	  the	  data	  she	  wants	  to	  
publish	   in	  the	  required	  field	  “URL	  to	  publish”.	  Then,	  user	  can	  further	  choose	  whether	  she	  wants	  to	  
publish	  only	  the	  URL	  or	  the	  data	  linked	  by	  the	  URL	  to	  LEADS,	  by	  selecting	  from	  the	  list	  of	  three	  scrape	  
modes: 
 

• HTML:	  The	  raw	  HTML	  file	  linked	  by	  the	  user	  provided	  URL	  will	  be	  sent	  to	  LEADS	  as	  the	  pub-‐
lished	  data.	  	  Figure	  5(a)	  gives	  an	  example	  of	  the	  raw	  HTML	  file.	  	  

• Extracted:	  The	  main	  body	  of	  the	  HTML	  file	  linked	  by	  the	  user	  provided	  URL	  is	  first	  extracted	  
according	  to	  a	  heuristic	  that	  uses	  a	  variety	  of	  metrics,	  such	  as	  content	  score,	  class	  names,	  
element	  types,	  to	  find	  the	  content	  that	  is	  most	  likely	  to	  be	  the	  content	  a	  user	  would	  like	  to	  
read	   in	   the	   HTML	   file.	  	  Figure	   5(b)	   gives	   an	   example	   of	   the	   extracted	   content	   from	   the	  
same	  web	  page.	  Then	  the	  extracted	  content	  will	  be	  sent	  to	  the	  LEADS	  platform	  as	  the	  pub-‐

LEADS	  publishing	  icon	  
Popup	  window	  
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lished	  data.	  	  
• URL:	  Only	  the	  URL	  will	  be	  sent	  to	  LEADS	  as	  the	  published	  data.	  The	  data	  itself	  would	  be	  lat-‐

er	  fetched	  by	  the	  user-‐aided	  crawler	  if	  it	  is	  not	  already	  available	  in	  the	  Key-‐Value	  store	  of	  
LEADS.	  
	  

	  
(a)	  Scrape	  mode:	  HTML	  

	  
(b)	  Scrape	  mode:	  Extracted	  

	  

	  
(c)	  Scrape	  mode:	  URL	  

Figure	  5:	  Example	  of	  different	  scrape	  modes	  

	  
The	  default	  scrape	  mode	  is	  HTML	  for	  explicit	  publishing.	  The	  underlying	  motivation	  is	  that	  once	  users	  
create	  new	  web	  pages	  and	  publish	  them	  to	  the	  platform,	  they	  would	  expect	  the	  published	  data	  to	  be	  
available	   for	   their	   (or	  others’)	  data	  processing	   tasks	  as	  soon	  as	   they	  perform	  the	  publishing	  opera-‐
tions.	  Users	  are	  also	  given	  the	  freedom	  to	  publish	  or	  simply	  check	  the	  main	  body	  of	  the	  created	  web	  
pages	  by	  clicking	  on	  the	  scrape	  mode	  “Extracted”	  to	  make	  sure	  that	  the	  page	  contains	  the	  right	  data	  
to	  publish.	  Besides,	  it	  is	  also	  possible	  for	  users	  to	  only	  publish	  the	  URLs	  to	  their	  data.	  If	  users	  are	  edit-‐
ing	  their	  data	  or	  they	  will	  edit	  their	  data	  on	  the	  URLs	  soon,	  they	  can	  simply	  send	  the	  URLs	  to	  their	  
data	  to	  register	  the	  publication	  and	  the	  content	  can	  be	  fetched	  later	  to	  the	  Key-‐Value	  store	  of	  LEADS	  
by	   the	  user-‐aided	  crawler.	  After	   selecting	   the	  scrape	  mode,	  users	   can	  attach	  metadata	   like	   tags	   to	  
describe	   the	  data	   they	  are	  publishing	  by	   taping	   a	   set	  of	   comma-‐separated	   keywords	   into	   the	   field	  
“Metadata”.	  	  
	  
Besides,	  users	  can	  decide	  if	  they	  would	  like	  to	  publish	  the	  data	  anonymously	  or	  not.	  In	  case	  that	  they	  
may	  need	  to	   retrieval	   the	  data,	  especially	   the	  metadata	   that	  are	  only	  published	  by	   them,	   they	  can	  
associate	  their	  user	   identifier	   to	  their	  publication.	  This	  can	  be	  achieved	  by	  simply	  typing	  a	  name	   in	  
the	  field	  “User	  identifier”.	  Note	  that	  the	  current	  publishing	  interface	  does	  not	  support	  user	  authenti-‐
cation	  but	  allows	  users	   to	  use	  any	   identifier	   they	   like	   for	   their	  publications.	  Authentication	  mecha-‐
nism	  can	  be	  later	  integrated	  to	  the	  interface	  depending	  on	  the	  specific	  needs	  of	  the	  project.	  On	  the	  
other	  hand,	  users	  can	  publish	  their	  data	  anonymously	  by	  leaving	  the	  field	  “User	  identifier”	  blank.	  	  
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Figure	  6:	  Example	  of	  “Content	  overview”	  field	  

	  
Before	  pressing	  the	  button	  “Send	  to	  LEADS”	  to	  publish	  the	  data,	  users	  can	  review	  the	  content	  of	  the	  
data	  they	  are	  going	  to	  submit	  in	  the	  region	  below	  “Content	  overview”,	  as	  shown	  in	  Figure	  6	  to	  make	  
sure	  only	  the	  desired	  data	  would	  be	  submitted.	   
	  
For	  the	  implicit	  publishing,	  when	  a	  user	  is	  visiting	  a	  web	  page,	  the	  URL	  to	  that	  page	  will	  be	  automati-‐
cally	  extracted.	  The	  user	  does	  not	  need	  to	  specify	  the	  URLs	  to	  the	  data	  they	  would	  like	  to	  publish	  as	  
for	  the	  explicit	  publishing.	  There	  are	  also	  three	  scrape	  modes,	  namely	  HTML,	  Extracted,	  and	  URL,	  to	  
obtain	  and	  publish	  the	  content	  of	  the	  page	  that	  is	  visiting	  by	  the	  publishing	  user.	  Different	  from	  the	  
explicit	  publishing,	  the	  default	  scrape	  mode	  is	  set	  to	  URL	  for	  the	  implicit	  publishing.	  This	  is	  based	  on	  
the	  observation	  that	  once	  a	  user	  publishes	  data	  around	  a	  web	  page	  that	  already	  exists	  in	  the	  Web,	  it	  
is	  possible	  that	  the	  crawler	  of	  LEADS,	  which	  continuously	  fetches	  the	  web	  pages	  to	  enlarge	  its	  data	  
collection,	  has	  already	  known	  this	  page.	  Unless	  the	  page	  is	  updated,	  sending	  the	  content	  of	  the	  page	  
is	  not	  specifically	  useful	  for	  enlarging	  the	  data	  collection	  but	  only	  consumes	  additional	  resources	  for	  
transmitting	  it.	  However,	  users	  are	  also	  given	  the	  possibilities	  of	  publishing	  the	  full	  HTML	  or	  the	  ex-‐
tracted	  content	  to	  LEADS	  as	  for	  the	  explicit	  publishing.	  These	  options	  are	  useful	  for	  at	  least	  two	  situa-‐
tions.	  First,	  if	  the	  user	  who	  is	  visiting	  the	  page	  finds	  the	  content	  very	  interesting	  and	  recent,	  she	  may	  
decide	  to	  publish	  the	  content	  of	  the	  page	  directly	  so	  that	  others	  may	  have	  an	  opportunity	  to	  see	  the	  
same	  content	  earlier.	  As	  we	  will	  see	  in	  Section	  5.2,	  since	  it	  takes	  time	  for	  the	  user-‐aided	  crawlers	  to	  
reach	  certain	  pages	  according	  to	  their	  policies	  of	  ordering	  the	  URLs	  in	  its	  frontier,	  certain	  pages	  can	  
indeed	  published	  earlier	  by	  the	  users	  who	  visit	  them	  than	  by	  the	  crawlers.	  Second,	  if	  the	  user	  is	  visit-‐
ing	  (and	  editing)	  a	  page	  that	  she	  created	  before,	  it	  is	  natural	  that	  the	  user	  would	  like	  to	  publish	  the	  
content	  along	  with	  its	  URL	  to	  make	  it	  available	  as	  soon	  as	  possible	  in	  the	  platform.	  	  
	  
Similarly,	  users	  can	  provide	  metadata,	  like	  tags,	  comments,	  etc.,	  in	  the	  corresponding	  field	  as	  for	  the	  
explicit	  publishing,	  and	  decide	  whether	  to	  publish	  the	  data	  anonymously	  or	  through	  their	  preferred	  
user	  identifiers.	  	  
	  
Finally,	  for	  both	  explicit	  and	  implicit	  publishing,	  by	  pressing	  the	  button	  	  “Send	  to	  LEADS”,	  the	  publish-‐
ing	  process	  is	  completed,	  and	  a	  message	  will	  show	  below	  the	  button,	  to	  indicate	  whether	  the	  data	  is	  
successfully	  published	  to	  LEADS,	  as	  shown	  in	  Figure	  7.	  
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(a)	  Successful	  publishing	  

	  
(b)	  Unsuccessful	  publishing	  

Figure	  7:	  Status	  of	  user-‐aided	  publishing	  

	  

4.3 Implementation	  of	  the	  user-‐aided	  publishing	  interface	  

4.3.1 Overview	  

The	  on-‐publishing	  interface	  is	  implemented	  as	  an	  extension	  to	  the	  Chrome	  web	  browser2.	  An	  exten-‐
sion	   is	   a	   zipped	   bundle	   of	   files—HTML,	   CSS,	   JavaScript,	   images,	   etc.	   that	   add	   functionality	   to	   the	  
Google	  Chrome	  browser.	  Extensions	  allow	  adding	  functionality	  to	  the	  Google	  Chrome	  browser	  with-‐
out	  the	  necessity	  of	  diving	  deeply	  into	  its	  native	  code.	  Extensions	  are	  essentially	  web	  pages.	  They	  can	  
use	  all	  the	  APIs	  that	  the	  browser	  provides	  to	  web	  pages	  to	  interact	  with	  web	  pages	  or	  backend	  serv-‐
ers	  using	  content	  scripts	  or	  cross-‐origin	  XMLHttpRequests.	  Extensions	  can	  also	  interact	  programmati-‐
cally	  with	  browser	  features	  and	  support	  exchanging	  messages	  between	  an	  extension	  and	  its	  content	  
scripts	  or	  between	  extensions.	  	  

Like	  most	  of	  the	  Chrome	  extensions,	  the	  user-‐aided	  publishing	  interface	  requires	  adding	  a	  user	  inter-‐
face	  to	  the	  Google	  Chrome	  browser	  in	  the	  form	  of	  a	  browser	  action.	  This	  browser	  action	  is	  used	  to	  
put	  an	  icon	  of	  LEADS,	  as	  we	  have	  seen	  in	  Figure	  3	  in	  the	  main	  Google	  Chrome	  toolbar,	  to	  the	  right	  of	  
the	  address	  bar.	  Once	  clicking	  on	  the	  icon,	  a	  popup	  window	  will	  appear	  to	  allow	  users	  to	  publish	  their	  
data.	  	  

The	  extension	  of	  the	  user-‐aided	  publishing	  interface	  includes	  the	  following	  important	  files:	  

• A	  manifest	  file:	  This	  file	  is	  called	  manifest.json.	  It	  specifies	  the	  information	  about	  the	  exten-‐
sion,	  such	  as	  what	  are	  the	  most	  important	  files	  and	  what	  are	  the	  capabilities	  that	  the	  exten-‐
sion	  will	  have.	  

• Two	  HTML	  files:	  	  These	  files	  are	  ordinary	  HTML	  pages	  that	  display	  the	  extension’s	  user	  inter-‐
face.	  The	  two	  HTML	  files	  for	  the	  user-‐aided	  publishing	  interface	  are	  as	  follows:	  

o An	  options	  page,	  called	  options.html,	  which	  defines	  the	  layout	  of	  the	  page	  for	  setting	  
the	  options	  of	  the	  extension.	  	  

o A	   popup	   page,	   called	   popup.html,	   which	   defines	   the	   layout	   of	   the	   popup	  window	  
when	  the	  user	  clicks	  on	  the	  icon	  of	  LEADS	  to	  publish	  her	  data.	  	  

• Four	  JavaScript	  files:	  These	  files	  define	  the	  actual	  operations	  the	  extension	  needs	  to	  perform	  
according	   to	   the	   definition	   in	   the	   HTML	   files.	   The	   three	   JavaScript	   files	   for	   the	   user-‐aided	  
publishing	  interface	  are	  as	  follows:	  

o A	   script	   related	   to	   the	   options	   page,	   called	   options.js,	   which	   specifies	   the	   server	  
backend	   that	   would	   receive	   the	   data	   published	   by	   user	   through	   the	   extension,	   as	  
well	  as	  its	  interaction	  with	  the	  extension.	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2 Chrome extension. http://developer.chrome.com/extensions/extension.html 
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o A	  script	  related	  to	  the	  popup	  page,	  called	  popup.js,	  which	  defines	  how	  to	  capture	  us-‐
er	  interaction	  with	  the	  popup	  page	  to	  publish	  the	  data.	  	  

o Two	  scripts,	  called	  readability.js	  and	   leads.js,	  which	  define	  how	  to	  execute	  the	  con-‐
text	   of	   a	  web	   page	   that	   has	   been	   loaded	   into	   the	   browser	   (referred	   to	   as	   content	  
script),	  such	  as	  extracting	  the	  title	  and	  the	  content	  of	  a	  web	  page	  as	  we	  have	  seen	  in	  
Figure	  6.	  

	  
We	  explain	  in	  the	  next	  section	  how	  the	  important	  components	  of	  the	  user-‐aided	  publishing	  interface	  
are	  implemented.	  	  
	  

4.3.2 Implementation	  of	  key	  components	  

The	   first	   thing	   to	   implement	   the	   publishing	   interface	   is	   to	   create	   is	   a	  manifest	   file	  with	   the	   name	  
“manifest.json”. This	  file	  a	  JSON-‐formatted	  table	  of	  contents,	  containing	  properties	  like	  the	  name	  of	  
the	  extension,	  i.e.,	  LEADS	  user-‐aided	  publishing	  interface,	  its	  description,	  its	  version	  number,	  and	  its	  
communication	  channel	  with	  the	  server	  backend,	   i.e.,	  options.html,	  which	  we	  explain	  shortly.	  Basi-‐
cally,	  this	  file	  is	  to	  declare	  to	  the	  Google	  Chrome	  browser	  what	  the	  extension	  is	  supposed	  to	  do,	  and	  
what	  permissions	  it	  requires	  in	  order	  to	  do	  them.	  Figure	  8	  gives	  a	  snapshot	  of	  the	  “manifest.json”	  file	  
we	  use	  for	  defining	  the	  publishing	  interface.	  It	  worth	  noticing	  that	  in	  terms	  of	  permissions,	  only	  the	  
content	  of	   “http”	  pages	  will	   be	  extracted	  and	   sent	   to	   LEADS,	  while	   “https”	  are	   ignored	   for	  privacy	  
considerations.	  	  As	  mentioned	  before,	  this	  file	  also	  specifies	  that	  the	  format	  of	  the	  popup	  window	  is	  
defined	  by	  popup.html,	  and	  the	  main	  JavaScript	  files	  that	  define	  the	  interaction	  with	  the	  page	  that	  is	  
loaded	  to	  the	  browser	  (i.e.,	  being	  visited	  by	  the	  user	  who	  would	  like	  to	  publish	  data)	  are	  readability.js	  
and	  leads.js	  which	  we	  also	  explain	  shortly.	  	  
	  
 { 
  "manifest_version": 2, 
 
  "name": "LEADS user-aided publishing interface", 
 
  "description": "Extension for publishing web pages to the LEADS infrastructure", 
    "version": "1.0", 
 
  "options_page": "options.html", 
 
  "permissions": [ 
   "activeTab", 
   "tabs", 
   "http://*/*" 
  ], 
 
  "browser_action": { 
   "default_icon": "icon-leads.png", 
   "default_title": "Make this page red", 
   "default_popup": "popup.html" 
  }, 
 
  "content_scripts": [{ 
   "matches": ["http://*/*"], 
   "run_at": "document_idle", 
   "js":["js/readability.js", "leads.js"], 
   "all_frames": false 
  }] 
     }	  

Figure	  8:	  Manifest.json	  for	  the	  user-‐aided	  publishing	  interface	  
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We	  also	  implement	  an	  options	  page	  to	  customize	  the	  behavior	  of	  the	  user-‐aided	  publishing	  interface.	  
This	   is	  achieved	  through	  the	  files	  “options.html”	  and	  “options.js”.	   In	  the	  current	  version,	  we	  simply	  
specify	   through	   the	  options	   the	  backend	   server	  where	   the	  data	  will	   be	  published	   to	  and	   the	  pass-‐
word	  that	  identifies	  the	  LEADS	  users.	  The	  file	  options.html	  defines	  the	  page	  what	  would	  be	  open	  at	  a	  
new	   tab	   when	   user	   edits	   the	   “Options”	   button	   in	   the	   extension	   management	   page	   at	  
“chrome://extensions”.	  The	  options	  page	  is	  shown	  in	  Figure	  9.	  	  
	  

	  

Figure	  9:	  Options	  page	  of	  the	  user-‐aided	  publishing	  interface	  

	  
The	  field	  “LEADS	  endpoint(s)”	  requires	  the	  name	  of	  the	  server	  backend.	  As	  the	  pre-‐processing	  unit	  of	  
the	  user-‐aided	  data	  collection	  will	  be	   later	   incorporated	  to	  LEADS	   in	  the	  following	  deliverables,	  the	  
published	  data	  will	  only	  be	  sent	  to	  a	  temporary	  Key-‐Value	  store,	  which	  resides	  in	  the	  web	  server	  that	  
will	  perform	  the	  pre-‐processing	  tasks.	   	  How	  the	  options	  page	  receives	  the	  endpoints	  and	  password	  
typed	  by	  LEADS	  users,	  and	  configures	  the	  setting	  of	  the	  communication	  channel	  with	  the	  backend	  is	  
defined	   in	   the	   JavaScript	   file	  “options.js”.	  This	   is	  achieved	  by	   implementing	   the	   following	   functions	  
shown	   in	   Figure	  10.	   The	   function	   restore_options()	   loads	   the	  default	   values	  of	   endpoint	   and	  pass-‐
word	   using	   the	   LocalStorage	  API3	  and	   the	   function	   save_options()	   captures	   the	   values	   of	   endpoint	  
and	  password	  provided	  by	  users	  and	  overwrites	  their	  default	  values	  using	  the	  same	  API.	  	  
	  	  
  
 function restore_options() { … }; 
 
 function save_options() { … }; 
 
 document.addEventListener('DOMContentLoaded', restore_options); 
 
 document.querySelector('#save').addEventListener('click', save_options); 
 

Figure	  10:	  Skeleton	  of	  options.js	  for	  the	  user-‐aided	  publishing	  interface	  

	  
The	  key	  popup	  window,	  which	  is	  shown	  when	  the	  user	  clicks	  on	  the	  LEADS	  icon,	  as	  well	  as	  the	  related	  
actions,	  which	  user	  performed	  inside	  the	  popup	  to	  publish	  data,	  are	  implemented	  through	  the	  files	  
“popup.html”	   and	   “popup.js”.	   The	   layout	  of	   the	  popup	  as	  we	  have	   seen	   in	   Figure	  4	   is	   specified	   in	  
“popup.html”,	  which	  defines	  two	  types	  of	  input	  from	  users:	  	  
	  

• Type	  “text”,	  which	  allows	  users	  to	  type	  the	  user	  identifier,	  the	  URL	  to	  the	  data	  to	  publish	  in	  
case	  of	  explicit	  publishing,	  and	  the	  metadata.	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3 LocalStorage API. https://developer.mozilla.org/en-US/docs/Web/Guide/DOM/Storage?\redirect\-
locale=en-US&redirectslug=DOM%2FStorage 
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• Type	  “radio”,	  which	  allows	  users	  to	  choose	  from	  the	  list	  of	  scrape	  modes	  which	  content	  re-‐
lated	  to	  a	  URL	  they	  would	  like	  to	  send	  to	  the	  Key-‐Value	  store	  of	  LEADS.	  	   

	  
Besides,	   it	   contains	   the	   region	   “Content	   overview”	   to	   show	   the	   preview	   the	   data	   before	   sending	  
them	  to	  the	  backend,	  and	  the	  button	  “Send	  to	  LEADS”	  that	  actually	  sends	  the	  data.	  	  
	  
The	   specific	   actions,	   including	   interaction	  with	   users	   and	   communication	  with	   server	   backend	   are	  
defined	  in	  the	  file	  “popup.js”.	  Figure	  11	  lists	  the	  key	  functions	  implemented	  in	  the	  file.	  	  
	  
addEventListener()	  monitors	  the	  user	  actions	  in	  the	  popup	  window.	  Once	  a	  “click”	  action	  is	  captured,	  
the	  function	  send()	  is	  called	  for	  the	  selected	  scrape	  mode,	  and	  the	  function	  publish()	  is	  called	  when	  
the	  button	  “send	  to	  LEADS”	  is	  pressed.	  The	  function	  send()	  emits	  an	  event	  about	  the	  scrape	  mode,	  
which	  is	  captured	  by	  the	  listener	  defined	  in	  the	  file	  “leads.js”.	  Figure	  12	  depicts	  the	  skeleton	  of	  the	  
listener.	  
	  
The	  listener	  reads	  the	  content	  of	  the	  web	  page	  being	  visited	  by	  the	  user	  in	  the	  browser,	  and	  extracts	  
the	  HTML	  file	  (in	  the	  mode	  “HTML”),	  the	  main	  body	  of	  the	  HTML	  (in	  the	  mode	  “Extracted”)	  from	  that	  
web	  page	  or	  nothing	  (in	  the	  mode	  “URL”),	  as	  well	  as	  the	  title	  of	  the	  page.	  In	  case	  that	  the	  main	  body	  
of	   the	  HTML	  needs	   to	   be	   extracted,	   the	   function	   grabArticle()	   defined	   in	   the	   file	   “readability.js”	   is	  
called	  to	  perform	  the	  content	  extraction.	  These	  values	  are	  then	  assigned	  to	  the	  JSON	  object	  that	  is	  to	  
be	  sent	  to	  the	  Key-‐Value	  store	  of	  LEADS.	  The	  function	  publish()	  captures	  the	  user	  identifier,	  the	  list	  of	  
metadata	  provided	  by	  the	  user	  and	  assign	  their	  values	  to	  the	  same	  JSON	  object,	  and	  then	  send	  the	  
<key,value>	  pair	  with	  the	  URL	  as	  key	  and	  the	  JSON	  object	  as	  value	  to	  the	  server	  backend	  by	  calling	  
the	  function	  XMLHttpRequest.send().	  	  
	  
Regular	  web	  pages	  can	  use	  the	  XMLHttpRequest	  object	  to	  send	  and	  receive	  data	  from	  remote	  serv-‐
ers,	  but	  they	  are	  limited	  by	  the	  same	  origin	  policy.	  An	  extension	  can	  talk	  to	  remote	  servers	  outside	  of	  
its	  origin	  by	  setting	  up	  the	  cross	  origin	  permissions.	  This	   is	  achieved	  by	  adding	  host	  match	  patterns	  
(i.e.,	  http://*/*)	  to	  the	  permission	  section	  of	  the	  “manifest.json”	  file	  as	  shown	  in	  Figure	  8.	  This	  match	  
pattern	  allows	  HTTP	  access	  to	  all	  reachable	  domains.	  Note	  that	  only	  non-‐secure	  HTTP	  access	  is	  only	  
granted	  to	  the	  publishing	  interface	  by	  this	  match	  pattern,	  and	  secure	  HTTP	  access	  is	  not	  granted	  for	  
privacy	  concerns	  in	  the	  context	  of	  LEADS.	  	  
	  
The	  function	  sendSuccessUpdate()	  and	  the	  function	  sendFailedUpdate()	  are	  called	  inside	  the	  function	  
publish()	  after	  sending	  the	  <key,	  value>	  pair	  to	  the	  server	  backend	  to	  indicate	  whether	  the	  publica-‐
tion	  of	  data	   is	   successfully	   accomplished.	  These	   functions	  are	  also	   in	   charge	  of	   showing	   the	   status	  
message	  that	  we	  have	  seen	  in	  Figure	  7.	  
	  
document.addEventListener('DOMContentLoaded', function() { 
                           
  document.querySelector('#ImplicitHtmlRadio').addEventListener('click',  
   function() { 
    send('implicitHtml'); 
   }); 
  document.querySelector('#ImplicitExtractedArticleRadio').addEventListener('click', 
   function() { 
    send('implicitExtractedText'); 
   }); 
      document.querySelector('#ImplicitUrlRadio').addEventListener('click', 
             function() { 
              send('implicitURL'); 
             }); 
      document.querySelector('#ExplicitHtmlRadio').addEventListener('click',  
   function() { 
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    send('explicitHtml'); 
   }); 
      document.querySelector('#ExplicitExtractedArticleRadio').addEventListener('click', 
             function() { 
    send('explicitExtractedText'); 
   }); 
      document.querySelector('#ExplicitUrlRadio').addEventListener('click', 
            function() { 
    send('explicitURL'); 
   }); 
 
  document.querySelector('#publish').addEventListener('click', publish); 
 
 }); 
 
 function send(contentKind) { … }; 
 
 function publish() { … }; 
 
 XMLHttpRequest.send() { … }; 
 
 function sentSuccessUpdate() { … }; 
 
 function sentFailedUpdate() { … }; 
 

Figure	  11:	  Skeleton	  of	  popup.js	  for	  the	  user-‐aided	  publishing	  interface 

	  
  
 chrome.runtime.onConnect.addListener(function(port) { 
 
  port.onMessage.addListener(function(msg) { 
   if (msg.query == 'getContent') { 
    switch (msg.kind) { 
    case 'implicitHtml': 
     port.postMessage({ … }); 
     break; 
    case 'implicitExtractedText': 
     port.postMessage({ … }); 
     break; 
    case 'implicitUrl': 
                  port.postMessage({ … }); 
                   break; 
              case 'explicitUrl': 
                  port.postMessage({ … }); 
                  break; 
              case 'explicitExtractedText': 
     port.postMessage({ … }); 
     break; 
    case 'explicitUrl': 
                  port.postMessage({ … }); 
                  break; 
   }  
  }); 
 
 }); 
 

Figure	  12:	  Skeleton	  of	  lead.js	  for	  the	  user-‐aided	  publishing	  interface	  

	  

4.4 Interaction	  with	  the	  backend	  

As	  we	  have	  mentioned,	  the	  data	  published	  to	  LEADS	  is	  sent	  to	  the	  Key-‐Value	  store	  through	  a	  JSON	  
object	  that	  includes	  both	  the	  data	  and	  the	  metadata.	  The	  JSON	  object	  is	  identified	  by	  its	  key,	  which	  is	  
the	  URL	   that	   links	   to	   the	  page	   that	   contains	   the	  published	  data.	   Figure	  13	  gives	   the	   format	  of	   the	  
JSON	  object	  that	  is	  sent	  to	  LEADS	  through	  an	  example.	  	  	  
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 { 
  url:	  http://leads-project.eu/ 
  title: Home | www.leads-project.eu 
  userId: BM-Y! 
  content: LEADS is a new European integrated project funded in part by the European  
    Commission under the FP7…. 
  tags: { 
   eu project, 
   fp7, 
   homepage 
  } 
  timestamp:	  1378720549635 
 } 
 

Figure	  13:	  Format	  of	  JSON	  object	  published	  to	  LEADS	  

	  
Data	  will	  be	  published	  to	  the	  Key-‐Value	  store	  of	  LEADS	  through	  its	  PUT	  API.	  Since	  the	  user	  published	  
data	  will	  be	  processed	  before	  being	  sent	  to	  the	  Key-‐Value	  store	  of	  LEADS,	  we	  also	  implement	  a	  tem-‐
porary	  cache	  to	  host	  them	  in	  the	  web	  server	  that	  will	  perform	  data	  pre-‐processing.	  	  
To	  this	  end,	  we	  define	  the	  temporary	  cache	  as	  in	  Figure	  14.	  The	  class	  BasicLeadsAuthenticator	  relies	  
on	  the	  password	  that	  users	  provide	  in	  the	  options	  page	  (Figure	  9)	  to	  grant	  users	  the	  right	  to	  publish	  
(write)	  data	  to	  the	  Key-‐Value	  store.	  The	  class	  PublicationResource	  implements	  the	  publish	  and	  read	  
operations	  to	  the	  Key-‐Value	  store	  using	  its	  PUT	  and	  GET	  API.	  	  
	  
 
 public class PublicationService extends Service<PublicationConfiguration> { 
     
     @Override 
      public void run(PublicationConfiguration configuration, Environment environment) throws  
    Exception { 
      String dbString = configuration.getDbString(); 
     Cache cache = (Cache) Class.forName(configuration.getDbClass()).newInstance(); 
      environment.addResource(new PublicationResource(cache.connect(dbString))); 
      environment.addHealthCheck(new DBHealthCheck(dbString, configuration.getDbClass())); 
      environment.addProvider(new BasicAuthProvider<LeadsUser>(new BasicLeadsAuthenticator(),  
      BasicLeadsAuthenticator.REALM)); 
     } 
 
     public static void main(String[] args) throws Exception { 
        new PublicationService().run(args); 
     } 
 } 
 

Figure	  14:	  Implementation	  of	  the	  backend	  Key-‐Value	  store	  

	  

4.5 Deployment	  of	  the	  user-‐aided	  publishing	  interface	  

To	   install	   the	  user-‐aided	  publishing	   interface,	   a	   LEADS	  user	   simply	  needs	   to	   follow	   the	   steps	   listed	  
below:	  

• Visit	  “chrome://extensions”	  in	  the	  Google	  Chrome	  browser.	  	  
• Select	  the	  “Developer	  mode”	  checkbox	  in	  the	  top	  right-‐hand	  corner	  of	  the	  loaded	  page.	  
• Click	  the	  “Load	  unpacked	  extension…”	  button	  to	  pop	  up	  a	  file-‐selection	  dialog.	  
• Navigate	  to	  the	  directory	  of	  the	  extension	  files	  and	  select	  it.	  	  
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Once	  these	  steps	  are	  completed,	  the	  publishing	  interface	  is	  successfully	  loaded.	  In	  order	  to	  use	  it	  to	  
publish	  data,	  user	  first	  need	  to	  set	  up	  the	  options	  defined	  by	  the	  options	  files.	  To	  this	  end,	  the	  user	  
needs	  to	  click	  on	  the	  button	  “Options”	  on	  the	  page	  “chrome://extensions”	  and	  then	  provide	  the	  re-‐
quired	   information	  on	   the	  appearing	  page	  as	   shown	   in	   Figure	  9.	   The	   field	   “LEADS	  endpoint(s)”	   re-‐
quires	  the	  name	  of	  the	  server	  backend.	  User	  can	  specify	  the	  server	  located	  in	  micro-‐cloud	  that	  is	  ge-‐
ographically	  close.	  The	  name	  of	  the	  micro-‐cloud	  to	  where	  the	  data	  will	  be	  sent	  can	  be	  obtained	  by	  an	  
external	  service	  that	  computes	  the	  distance	  of	  the	  user	  to	  micro-‐clouds	  through	  her	  IP	  address.	  Only	  
authenticated	  users	  knowing	  “LEADS	  password”	  can	  send	  their	  data	  to	  LEADS	  through	  this	  interface.	  	  	  
After	  saving	  the	  backend	  information,	  the	  publishing	  interface	  is	  ready	  to	  use.	  	  
	  

5. Evaluation	  of	  user-‐aided	  data	  collection	  	  
We	  evaluate	  in	  this	  section	  the	  ability	  of	  the	  user-‐aided	  data	  collection	  mechanism	  to	  gather	  data	  in	  
addition	  to	  the	  crawling-‐based	  data	  collection	  mechanism.	  To	  this	  end,	  we	  compare	  the	  data	  that	  can	  
be	  gathered	  through	  user-‐aided	  publishing	  to	  what	  can	  be	  gathered	  through	  data	  crawling.	  This	  gives	  
us	  an	  estimation	  on	  the	  benefit	  of	  using	  user-‐aided	  data	  collection	  for	  gathering	  new	  and	  high	  quality	  
data	  in	  addition	  to	  the	  crawling-‐based	  data	  collection.	  	  	  

5.1 Experimental	  setup	  

The	  objective	  of	  this	  experiment	   is	  to	  compare	  the	  data	  gathered	  by	  the	  user-‐aided	  data	  collection	  
mechanism	  to	  that	  gathered	  by	  the	  crawling-‐based	  data	  collection	  mechanism.	  We	  use	  a	  snapshot	  of	  
the	  web	  crawl	  of	  Yahoo	  Search	  engine	  to	  approximate	  the	  amount	  of	  data	  that	  can	  be	  gathered	  by	  
the	  crawlers	  of	  LEADS.	  This	  is	  a	  very	  large	  crawl	  in	  the	  order	  of	  billions	  of	  web	  pages,	  while	  for	  confi-‐
dentiality	  reasons;	  we	  cannot	  disclose	  the	  exact	  size	  of	  this	  dataset.	  As	  we	  have	  described,	  users	  of	  
LEADS	  can	  publish	  data	  either	  in	  an	  explicit	  or	  an	  implicit	  way.	  In	  this	  experiment,	  we	  focus	  on	  implic-‐
itly	  published	  data,	  which	   is	   collected	   from	  a	  browser	   log	   available	   at	   Yahoo.	   This	   log	   contains	   for	  
every	  registered	  user,	  the	  web	  pages	  that	  are	  visited	  by	  the	  user.	  We	  sample	  the	  log	  for	  the	  first	  day	  
of	  each	  month	  during	  half	  a	  year,	  where	  each	  day	  consists	  of	  the	  web	  pages	  visited	  by	  millions	  of	  us-‐
ers.	  Note	  that	  in	  LEADS,	  users	  only	  selectively	  publish	  the	  web	  pages	  they	  visit,	  while	  this	  log	  records	  
all	  the	  pages	  they	  visit.	  Therefore,	  the	  experiment	  on	  this	  log	  gives	  an	  upper	  bound	  on	  the	  impact	  of	  
the	   implicit	  publishing.	  Evaluating	   large-‐scale	  explicitly	  published	  data	   is	   impractical	  given	  the	  huge	  
human	  efforts	  it	  will	  require	  in	  the	  data-‐collecting	  phase.	  We	  exclude	  this	  part	  from	  the	  evaluation.	  
Our	  experiment	  is	  conducted	  on	  a	  large	  Hadoop	  cluster.	  
	  

5.2 Experimental	  results	  

As	  we	  have	  presented,	  publishing	   in	  LEADS	   implies	  publishing	  both	  the	  URL	   (and	  content	   linked	  by	  
the	  URL)	  and	  the	  metadata	  personalized	  to	  each	  user.	  Clearly,	  metadata	  collected	  by	  the	  user-‐aided	  
publishing	  interface	  is	  a	  net	  gain	  to	  LEADS	  as	  such	  data	  is	  not	  supposed	  to	  be	  collected	  by	  the	  crawl-‐
ers.	  We	  thus	  focus	  on	  evaluating	  the	  URLs	  published	  by	  users.	  	  
	  
We	  first	  evaluate	  how	  many	  URLs	  visited	  by	  the	  users	  cannot	  be	  crawled	  by	  the	  crawlers	  that	  solely	  
gather	  data	  by	  following	  the	  links.	  We	  achieve	  this	  by	  querying	  every	  URL	  that	  exists	  in	  the	  browser	  
log	  against	  the	  web	  crawl	  to	  see	  if	  it	  also	  exists	  in	  the	  latter.	  If	  a	  URL	  does	  not	  exist,	  it	  means	  this	  URL,	  
as	  well	  as	  the	  data	  linked	  by	  this	  URL,	  are	  not	  reachable	  by	  the	  crawlers4	  and	  it	   is	  thus	  important	  if	  
they	  can	  be	  gathered	  through	  user-‐aided	  publishing	  of	  LEADS.	  Therefore,	   the	   larger	   the	  number	  of	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4 It is also possible that the crawler has not reached this page, but will reach it later. Yet, this means 
gathering the corresponding data through user-aided publishing is still beneficial than gathering it 
through crawling.  
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such	  URLs,	  the	  higher	  the	  benefit	  of	  the	  user-‐aided	  data	  collection.	  Figure	  15	  shows	  the	  percentage	  
of	  the	  URLs	  that	  only	  exist	  in	  the	  browser	  log	  w.r.t.	  all	  the	  URLs	  that	  exist	  in	  the	  same	  day	  for	  the	  six	  
sampled	  day.	  	  

	  

	  Figure	  15:	  Percentage	  of	  URLs	  that	  cannot	  be	  reached	  by	  crawling-‐based	  data	  collection	  

	  
We	  observe	   that	  more	  80%	  of	  URLs	   that	  are	  visited	  by	  user	  on	  each	  day	  were	  not	   crawled	  by	   the	  
crawlers.	  	  The	  slight	  decrease	  of	  the	  percentage	  with	  time	  is	  because	  we	  use	  a	  fixed	  web	  crawl	  in	  the	  
experiment	  and	  more	  pages	  are	  crawled	  by	  the	  crawlers	  in	  each	  month.	  	  
	  
To	  explain	  the	  high	  number	  of	  visited	  URLs	  that	  were	  not	  collected	  by	  the	  crawlers,	  we	  manually	  in-‐
spect	  the	  content	  of	  a	  sample	  of	  1000	  pages.	  We	  find	  that	  half	  of	  the	  pages	  visited	  by	  users	  are	  pri-‐
vate	  pages	  like	  Facebook	  and	  emails	  that	  require	  users	  to	  log	  in	  to	  view	  their	  content,	  and	  only	  half	  
of	  them	  contain	  meaningful	  content	  and	  have	  open	  access	  to	  all	  users.	  Therefore,	   in	  the	  context	  of	  
LEADS,	  at	  most	  40%	  of	  pages	  visited	  by	  users	  in	  each	  day	  are	  complementary	  to	  the	  data	  gathered	  by	  
the	  crawlers.	  Remind	  that	  this	  is	  only	  an	  upper	  bound	  of	  the	  amount	  of	  pages	  as	  users	  of	  LEADS	  have	  
the	  freedom	  to	  selectively	  publish	  the	  pages	  they	  visit	  and	  do	  not	  need	  to	  publish	  all	  of	  them.	  	  
	  
For	  the	  URLs	  that	  are	  both	  crawled	  by	  the	  crawlers	  and	  visited	  by	  users,	  we	  compare	  the	  timestamps	  
when	  they	  are	  crawled	  to	  the	  timestamps	  when	  they	  are	  visited	  to	  see	  if	  users	  have	  the	  potential	  to	  
publish	  valuable	  data	  before	  they	  are	  collected	  by	  the	  crawlers.	  Figure	  16	  shows	  the	  percentage	  of	  
URLs	  having	  smaller	  timestamp	  in	  the	  browser	  log	  than	  in	  the	  web	  crawl	  w.r.t.	  all	  the	  URLs	  that	  exist	  
in	  the	  same	  day	  for	  the	  six	  sampled	  day.	  We	  observe	  that	  from	  1.4%	  to	  2.3%	  of	  URLs	  visited	  by	  users	  
on	  a	  day	  are	  collected	  by	  the	  	  crawlers	  by	  up	  to	  6	  months	  later.	  This	  confirms	  that	  user-‐aided	  publish-‐
ing	  provides	  LEADS	  a	  good	  opportunity	  to	  collect	  data	  earlier.	  	  	  

	  

Figure	  16:	  Percentage	  of	  URLs	  that	  can	  be	  published	  earlier	  by	  users	  
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Finally,	  to	  understand	  why	  certain	  pages	  are	  more	  likely	  to	  be	  visited	  by	  users	  rather	  than	  be	  reached	  
by	  the	  crawlers,	  we	  compute	  the	  percentage	  of	  static	  URLs	  and	  dynamic	  URLs	  using	  regular	  expres-‐
sion	  on	  the	  URL	  patterns.	  We	  observe	  that	  more	  than	  70%	  of	  pages	  that	  are	  visited	  by	  users	  but	  are	  
not	  collected	  by	  crawlers	  are	  dynamic.	  In	  other	  words,	  the	  content	  of	  these	  web	  pages	  are	  generated	  
by	  querying	  a	  backend	  database	  with	  the	  parameters	  filled	  in	  the	  URL	  paths.	  This	  confirms	  our	  moti-‐
vation	  of	  user	  user-‐aided	  publishing	  to	  collect	  data,	  as	  the	  links	  to	  the	  dynamic	  pages	  do	  not	  exist	  in	  
prior,	   and	   it	   is	   also	   difficult	   for	   the	   crawlers	   to	   automatically	   generate	   the	   parameters	   in	   the	  URL	  
paths	  to	   fetch	  their	  content.	  This	   is	  particularly	   interesting	  for	   forums	  that	  are	  public	  but	  require	  a	  
dynamic	  URL.	  
	  

6. Design	  and	  implementation	  of	  the	  web	  crawler	  
We	  present	  in	  this	  section	  the	  design	  and	  implementation	  of	  the	  crawler.	  Although	  the	  focus	  of	  this	  
deliverable	   is	   the	   user-‐aided	   publishing	   mechanism,	   we	   decide	   to	   provide	   a	   specification	   of	   the	  
crawling-‐based	  data	  collection,	  and	  work	  in	  advance	  on	  the	  subject	  in	  order	  to	  ease	  early	  integration	  
and	  testing	  with	  the	  other	  work	  packages.	  The	  crawler	  that	  we	  present	  in	  this	  section	  is	  a	  basic	  pro-‐
totype.	   Further	   enhancement	   of	   functionality	   and	   performance	  will	   be	   addressed	   in	   the	   following	  
deliverables.	  	  
	  

6.1 Specification	  of	  crawling-‐based	  data	  collection	  	  

The	  crawling-‐based	  data	  collection	  mechanism	  of	  LEADS	  relies	  on	  geographically	  distributed	  crawlers	  
to	  discover	  and	  fetch	  data	  from	  the	  Web.	  Each	  crawler	  is	  only	  in	  charge	  of	  crawling	  a	  subset	  of	  URLs.	  
Therefore,	  it	  is	  important	  to	  assign	  URLs	  to	  the	  crawlers	  that	  are	  the	  most	  appropriate	  to	  fetch	  their	  
content,	  to	  ensure	  both	  efficient	  and	  cost-‐effective	  crawling.	  Instead	  of	  assigning	  the	  URLs	  statistical-‐
ly	  [CPJ+08]	  to	  the	  distributed	  crawlers,	  the	  crawling-‐based	  data	  collection	  mechanism	  of	  LEADS	  em-‐
ploys	  an	  user-‐aided	  approach:	  a	  URL	  is	  dynamically	  assigned	  to	  a	  crawler	  once	  it	  is	  discovered	  for	  the	  
first	  time.	  With	  this	  approach,	  workload	  in	  different	  crawlers	  can	  be	  adaptively	  adjusted	  to	  optimize	  
the	  crawling	  efficiency	  and	  the	  operational	  cost	  of	  the	  crawlers.	  	  	  	  
	  
Figure	   17	   illustrates	   the	   high-‐level	   architecture	   of	   the	   crawling-‐based	   data	   collection	   system	   of	  
LEADS.	  Each	  crawler	  starts	  crawling	  with	  a	  pre-‐selected	  seed	  set	  of	  URLs.	  Once	  a	  crawler	   fetches	  a	  
page,	  the	  crawler	  parses	  the	  page	  to	  extract	  new	  URLs	  to	  fetch.	   Instead	  of	  directly	  adding	  the	  new	  
URLs	  to	  the	  local	  frontier,	  the	  crawler	  determines,	  for	  each	  new	  URL,	  which	  is	  the	  most	  appropriate	  
crawler	  to	  fetch	  its	  content.	  Based	  on	  this	  decision,	  the	  crawler	  periodically	  exchanges	  a	  list	  of	  new	  
URLs	  with	  other	  crawlers,	  and	  keeps	  some	  URLs	  for	  crawling	  locally.	  The	  lists	  of	  URLs	  received	  from	  
other	  crawlers	  are	  added	  to	  the	  local	  frontier	  for	  further	  crawling.	  	  
	  
The	  objective	  of	   the	  crawling-‐based	  data	  collection	   is	   to	  efficiently	   fetch	   the	  data	   that	  are	  publicly	  
available	  in	  the	  Internet	  by	  following	  the	  link	  structure	  of	  pages.	  The	  collected	  data	  can	  be	  then	  lev-‐
eraged	  to	  build	  a	  Web	  graph,	  which	  is	  then	  used	  by	  LEADS	  for	  its	  Web	  graph	  service.	  To	  this	  end,	  the	  
crawling-‐based	  data	  collection	  mechanism	  needs	  to	  meet	  the	  following	  requirements:	  

• High	  quality	  data.	  The	  crawlers	  should	  fetch	  the	  data	  with	  high	  quality	  with	  high	  priority,	  given	  the	  
huge	  amount	  of	  data	   that	  are	  publicly	  available.	  Moreover,	   for	  data	   that	  change	   frequently,	   it	   is	  
important	  to	  maintain	  their	  freshness	  once	  available	  in	  the	  LEADS	  platform.	  The	  quality	  of	  the	  data	  
directly	   determines	   the	   quality	   of	   the	   data	   services,	   e.g.,	   the	   Web	   graph	   service,	   provided	   by	  
LEADS.	  	  
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Figure	  17:	  Architecture	  of	  the	  crawling-‐based	  data	  collection	  framework	  

	  

• Efficient	   crawling.	  The	  crawlers	   should	   fetch	   the	  data	  efficiently.	  Given	   the	  distributed	  nature	  of	  
the	  crawling-‐based	  data	  collection	  system	  of	  LEADS,	   it	   is	   important	  to	  well	  partition	  the	  crawling	  
tasks	  among	  crawlers,	  so	  as	  to	  maximize	  the	  overall	  throughput	  for	  fetching	  the	  data.	  	  

• Cost-‐aware	  crawling.	  Distributing	  the	  crawlers	   in	  geographically	  distributed	   locations	  provides	  an	  
opportunity	   to	   reduce	   the	   overall	   cost	   of	   crawling	   by	   leveraging	   the	   differences	   in	   cost	   among	  
crawlers.	   	   The	   crawling-‐based	   data	   collection	   system	   of	   LEADS	   should	   take	   this	   feature	   into	   ac-‐
count	  to	  achieve	  cost-‐aware	  crawling.	  	  

Note	  that	  the	  requirements	  on	  quality	  are	  basic	  requirements	  that	  all	  the	  web	  crawlers	  should	  meet,	  
the	   requirements	   on	   efficiency	   are	   tailored	   to	   geographically	   distributed	   setting	  where	   the	   LEADS	  
platform	   is	  built	  on,	  and	  the	  requirements	  on	  cost	  are	  specific	   to	  LEADS	  that	  make	  the	  crawlers	  of	  
LEADS	  different	  from	  the	  existing	  distributed	  web	  crawlers.	  Besides,	  the	  crawlers	  of	  LEADS	  need	  to	  
be	  as	  polite	  as	  possible	  to	  the	  web	  servers	  that	  hold	  the	  pages	  to	  crawl,	  as	  all	  the	  web	  crawlers.	  	  	  

	  

6.1.1 Requirements	  on	  quality	  

6.1.1.1 Crawl	  ordering	  
The	  Internet	  contains	  many	  billions	  of	  Web	  pages.	  Major	  search	  engines	  like	  Google,	  Yahoo!	  and	  Bing	  
have	  indexed	  more	  than	  50	  billion	  Web	  pages	  until	  20135.	  While	  the	  size	  of	  the	  Internet	  keeps	  grow-‐
ing,	   it	   is	   impossible	   for	   the	  crawlers	   to	   fetch	  all	   the	  publicly	  available	  data.	  Therefore,	   the	  crawlers	  
need	  to	  determine	  which	  pages	  should	  be	  crawled	  first,	  in	  order	  to	  ensure	  the	  most	  important	  data	  
are	  available	   for	  the	  desired	  service.	  Generally,	  a	  crawler	  only	  needs	  to	  download	  pages	   just	  a	   few	  
levels,	  no	  more	  than	  3	  to	  5	  “clicks”	  away	  from	  the	  start	  page,	  to	  reach	  90%	  of	  the	  pages	  that	  users	  
actually	   visit	   [BC05].	  A	  notable	   technique	   to	   improve	   the	  download	   content	  quality	   is	   to	   fetch	   the	  
links	   in	  the	  frontier	   in	  decreasing	  order	  of	  the	  predicted	   importance	  values	  [CGP98,	  NW01].	  For	   in-‐
stance,	  search	  engines	  often	  relies	  on	  quality-‐based	  metrics,	  such	  as	  linkage	  among	  pages,	  content	  of	  
a	  page,	  to	  prioritize	  URLs	  with	  higher	  importance	  in	  crawler’s	  frontier	  [EMT04].	  More	  advanced	  tech-‐
niques	   include	  prioritizing	  URLs	   from	   the	   sites	   that	   contributed	  more	   to	   the	   search	   results	   [SO05].	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
5 The size of the World Wide Web (The Internet). http://www.worldwidewebsize.com/. 
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Besides	  Web	  search	  that	  aims	  at	  collecting	  data	  from	  all	  the	  index-‐able	  Web,	  focused	  crawlers	  priori-‐
tize	   URLs	   specified	   to	   given	   applications	   like	   social	   networking	   sites	   for	   crawling	   first	   [BOM12,	  
CDF+11].	  Similarly,	   the	  crawling-‐based	  data	  collection	  system	  of	  LEADS	  cannot	   fetch	  all	   the	  data	   in	  
the	   Internet.	   It	  needs	   to	   incorporate	  appropriate	  crawling	  order	  mechanism	  to	  make	  sure	   that	   the	  
most	  important	  data	  with	  respect	  to	  the	  services	  LEADS	  provides	  are	  efficiently	  crawled.	  	  

6.1.1.2 Re-‐crawling	  
As	  the	  Web	  evolves,	  the	  content	  of	  certain	  pages	  keep	  changing.	  Therefore,	  it	  is	  important	  to	  main-‐
tain	  the	  freshness	  of	  the	  data	  stored	  in	  the	  LEADS	  platform.	  Keeping	  the	  available	  data	  fresh	  requires	  
re-‐fetching	  already	   fetched	  pages.	  A	  number	  of	   studies	   investigated	   the	  evolutionary	  properties	  of	  
the	  Web	  [ATT+09,	  FMN+04,	  NCO04]	  and	  proposed	  page	  refreshing	  policies	  for	  crawlers.	  Some	  poli-‐
cies	  aimed	  to	  refresh	  the	  content	  that	  is	  more	  important	  more	  often	  [CG00]	  or	  more	  likely	  to	  change	  
[CG03,	   EMT01].	   Others	   tried	   to	   maximize	   the	   impact	   on	   search	   result	   quality	   [FCV09,	   PO05].	   As	  
LEADS	  does	  not	  focus	  on	  search,	  the	  crawling-‐based	  data	  collection	  system	  of	  LEADS	  will	  be	  based	  on	  
the	   importance	  of	   the	  pages	   to	   the	  data	   services	   LEADS	  provides	  and	   the	   likelihood	  of	   changes	   to	  
determine	  the	  pages	  to	  re-‐crawl.	  	  
	  

6.1.2 Requirements	  on	  efficiency	  

6.1.2.1 Crawler	  throughput	  
Given	  the	  huge	  amount	  of	  data	  available	  in	  the	  Internet,	  to	  build	  a	  large	  data	  collection,	  it	  is	  very	  im-‐
portant	  to	  fetch	  the	  data	  efficiently.	  Throughput	  is	  a	  measure	  of	  the	  amount	  of	  Web	  content	  fetched	  
by	   the	  crawler	  per	  unit	  of	   time.	  Obviously,	  high	   throughput	   is	  desirable.	  This	   is	  because	   it	  ensures	  
either	   larger	  size	  of	  the	  data	  collection	  or	  fresher	  content	   in	  the	  data	  collection.	  A	  crawler	  typically	  
runs	   multiple	   processes	   in	   parallel	   [CG02,	   HN99]	   to	   increase	   throughput	   as	   long	   as	   the	   available	  
bandwidth	   for	   fetching	   the	   data	   does	   not	   saturate.	   	   In	   addition,	   to	   have	   high	   throughput,	   pages	  
should	  be	  fetched	  with	  low	  latency.	  In	  LEADS,	  as	  crawling	  is	  performed	  by	  geographically	  distributed	  
crawlers,	  pages	  will	  be	  fetched	  by	  crawlers	  that	  are	   located	  close	  to	  the	  servers	  holding	  them,	  and	  
make	  good	  use	  of	  available	  bandwidth	  to	  ensure	  the	  throughput	  of	  crawling.	  	  

6.1.2.2 Dealing	  with	  malicious	  sites	  
There	  exist	  unexpected	  events	  that	  may	  prevent	  crawlers	   from	  efficient	  crawling.	  One	  possibility	   is	  
crawler	  trap	  [HN99].	  That	  is	  a	  web	  page	  or	  a	  set	  of	  URLs	  intentionally	  or	  even	  unintentionally	  used	  to	  
make	  a	   crawler	   to	  generate	   infinite	  number	  of	   requests	   to	   fetch	  data	   from	  a	  web	   site.	   This	  would	  
waste	  the	  resources	  of	  the	  crawler	  and	  thus	  reduces	  its	  efficiency	  for	  collecting	  high	  quality	  data.	  A	  
poorly	   designed	   crawler	  may	   even	   crash	  under	   such	   circumstance.	  Another	   possibility	   is	   the	   delay	  
attack	  [LLW+08],	  where	  some	  web	  sites	  purposely	  introduce	  HTTP	  and	  DNS	  delays	  in	  all	  requests	  of	  
fetching	   pages	   that	   originate	   from	   the	   crawler’s	   IP	   address.	   This	  would	  make	   the	   crawling	   latency	  
unnecessarily	  high.	  Therefore,	   these	   factors	  need	   to	  be	   taken	   into	  account	  while	  designing	  an	  effi-‐
cient	  and	  robust	  crawler.	  In	  LEADS,	  standard	  techniques	  like	  politeness	  to	  the	  sites	  and	  robot	  exclu-‐
sion	  protocols	  may	  be	  used	  to	  avoid	  crawler	  trap	  while	  delay	  attack	  may	  be	  detected	  and	  avoided	  by	  
abandon	  long	  latency	  crawling	  requests.	  	  
	  

6.1.3 Requirements	  on	  cost	  

6.1.3.1 Computation	  cost	  
LEADS	  aims	  at	  spreading	  the	  collection,	  storage	  and	  processing	  of	  data	  across	  multiple	  micro-‐clouds	  
geographically	  distributed	  to	  reduce	  the	  total	  cost	  of	  owning	  this	  platform.	  The	  computational	  cost	  
related	  to	  data	  collections	  consists	  of	  the	  cost	  of	  maintaining	  the	  frontiers,	  fetching	  the	  pages,	  pars-‐
ing	  the	  fetched	  pages	  and	  determining	  where	  to	  crawl	  the	  newly	  discovered	  pages.	  As	  we	  know,	  the	  
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location	  of	  data	  centers	  can	  drastically	  affect	  the	  total	  cost	  of	  ownership	  through	  the	  differences	  in	  
electricity	  price,	  labor	  cost,	  weather,	  etc.	  [AFG10].	  The	  distributed	  crawlers	  of	  LEADS,	  located	  in	  dif-‐
ferent	  micro-‐clouds,	  should	  leverage	  its	  distributed	  nature	  to	  design	  crawling	  strategy	  that	  appropri-‐
ately	  distributes	   the	   crawling	   tasks	  among	  crawlers.	   The	  cost	   for	  maintaining	   the	   frontier,	   fetching	  
the	  pages	  and	  parsing	   the	   fetched	  pages	  highly	  depends	  on	   the	  pages	   to	  be	  crawled	  by	  a	   crawler.	  
Therefore,	  making	  a	  wise	  decision	  on	  which	  crawler	  should	  crawl	  which	  page	  is	  key	  to	  maintain	  the	  
overall	  computational	  cost	  of	  the	  crawling-‐based	  data	  collection	  low.	  	  

6.1.3.2 Communication	  cost	  
Collecting	  the	  data	  through	  crawling	  requires	  to	  fetching	  the	  pages	  linked	  by	  the	  URLs	  in	  the	  frontier.	  
Therefore,	   load	  balancing	  among	  the	  distributed	  crawlers	   is	  very	   important	  to	  avoid	  some	  crawlers	  
already	  saturate	  their	  bandwidth	  for	  fetching	  the	  pages,	  while	  other	  crawlers	  are	  idly	  running.	  Load	  
balancing	   in	   this	  context	   refers	   to	  assigning	  amounts	  of	  workload	  to	  crawlers	  proportionally	   to	   the	  
network	   resources	   they	  have.	  Moreover,	  as	   the	  Web	   is	  an	   inter-‐connected	  graph	  where	  pages	  are	  
linked	  to	  other	  pages,	  it	  is	  unavoidable	  that	  links	  discovered	  by	  a	  crawler	  may	  appear	  to	  be	  more	  ap-‐
propriate	  to	  be	  crawled	  by	  other	  crawlers.	  This	  would	  be	  particularly	  the	  case	  if	  data	  is	  placed	  in	  dif-‐
ferent	  micro-‐clouds	  according	  to	  specific	  applications	  that	  LEADS	  provides.	   In	  this	  case,	  URLs	  needs	  
to	  be	  exchanged	  among	  crawlers,	  as	  shown	  in	  Figure	  17,	  to	  ensure	  that	  they	  are	  always	  crawled	  by	  
the	  most	  appropriate	  crawler.	  	  
	  

6.1.4 Additional	  requirements	  

6.1.4.1 Politeness	  
While	   pursuing	   efficiency	   of	   crawling,	   the	   crawlers	   should	  be	   as	   polite	   as	   possible	   to	  Web	   servers	  
from	  which	  they	  fetch	  the	  pages	  [Eei94].	  This	  because	  requesting	  a	  Web	  server	  in	  high	  pace	  may	  in-‐
cur	   a	   burden	   on	   that	   server,	   eventually	   degrading	   the	   service	   quality	   the	   corresponding	  Web	   site	  
provides	  and	  causing	  it	  to	  consider	  the	  crawler	  as	  a	  hostile	  program.	  Hence,	  crawlers	  need	  to	  avoid	  
overloading	   the	   web	   servers,	   while	   not	   sacrificing	   their	   own	   throughput.	   Typically,	   this	   can	   be	  
achieved	   by	   limiting	   the	   number	   and	   duration	   of	   open	   network	   connections	   to	   the	   Web	   servers	  
[BCS+04,	  CGP98,	  LLW+08].	  The	  distributed	  crawlers	  of	  LEADS	  will	  follow	  these	  approaches	  to	  ensure	  
politeness.	  	  

6.1.4.2 Robot	  exclusion	  protocol	  
Web	  sites	  often	  use	  a	  robots.txt	  file	  to	  explicitly	  inform	  web	  crawlers	  what	  are	  the	  pages	  they	  would	  
like	   the	   crawlers	   to	   crawl	   and	  what	   are	   the	  pages	   they	  would	  not	   like	   the	   crawlers	   to	   crawl6.	   The	  
crawler	  must	  maintain	  a	  cache	  of	   these	   files.	  When	  crawling	  a	  page,	   the	  robots.txt	  of	   the	  web	  site	  
where	   the	   page	   is	   from	  must	   be	   checked.	   Respecting	   the	   robot	   exclusion	   protocol	  may	   lower	   the	  
throughput	  of	  the	  crawler	  by	  performing	  such	  checks.	  However,	  this	  provides	  the	  crawlers	  an	  oppor-‐
tunity	  to	  avoid	  crawler	  trap.	  This	  is	  because	  sites	  with	  crawler	  traps	  usually	  have	  a	  robots.txt	  to	  tell	  
the	  crawlers	  to	  not	  go	  to	  the	  trap.	  An	  impolite	  crawler	  is	  thus	  more	  likely	  to	  be	  affected	  by	  crawler	  
traps	  than	  a	  polite	  crawler.	  Hence,	  The	  distributed	  crawlers	  of	  LEADS	  will	  respect	  the	  robot	  exclusion	  
protocols	  for	  both	  politeness	  and	  efficient	  crawling.	  	  	  	  
	  

6.2 Design	  of	  a	  web	  crawler	  

The	  crawling-‐based	  data	  collection	  system	  of	  the	  LEADS	  platform	  relies	  on	  multiple	  crawlers	  located	  
in	  geographically	  distributed	  micro-‐clouds	  to	  perform	  crawling	  in	  a	  collaborative	  way.	  We	  describe	  in	  
this	  section	  the	  high-‐level	  design	  of	  a	  single	  crawler	  instance,	  which	  is	  the	  basis	  of	  the	  entire	  system.	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
6	  A	  Standard	  for	  Robot	  Exclusion.	  http://www.robotstxt.org/orig.html.	  
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Each	   crawler	   fetches	   the	  pages	   that	   are	  assigned	   to	   it	   according	   to	   the	   specific	   strategy	  deployed.	  
Figure	  18	  shows	  the	  architecture	  of	  a	  crawler.	   	  Once	  a	  page	   is	   fetched,	   it	   is	  content	   is	  put	   into	  the	  
Content	  Repository.	  The	  Parser	  extracts	  more	  URLs	  that	  are	  linked	  by	  this	  page	  and	  put	  the	  associat-‐
ed	   links	   to	   the	   Link	   Database.	   The	   Content	   and	   Links	   Repository	   uses	   storage	   layer	   envisioned	   by	  
WP2	  of	   LEADS.	   The	  URL	   filters	   then	   filter	   the	   newly	   obtained	  URLs	   by	   removing	   duplications,	   per-‐
forming	  normalization	  etc.	  to	  only	  keep	  new	  URLs	  that	  are	  valid.	  The	  newly	  discovered	  URLs	  are	  then	  
added	  to	  the	  URL	  Database,	  which	  is	  to	  track	  all	  the	  discovered	  URLs.	  The	  URL	  Prioritizor	  gets	  URLs	  
from	  the	  URL	  Database	  and	  defines	  the	  crawling	  order	  as	  we	  discussed	  in	  Section	  6.1.1.1	  to	  ensure	  
high	  quality	  pages	  are	  fetched	  first	   in	  the	  Frontier	  of	   the	  crawler.	  The	  DNS	  Resolver	  then	   identifies	  
the	   IP	  address	  of	   the	  Web	  site	  hosting	  the	  page	  to	   fetch	  so	  that	   the	  Fetcher	  can	  get	   the	  page	  effi-‐
ciently.	  Finally	  the	  robots.txt	  Checker	  verifies	  whether	  the	  discovered	  URLs	  should	  not	  be	  crawled	  as	  
specified	  by	  the	  robot	  exclusion	  protocol	  as	  we	  discussed	  in	  Section	  6.1.4.2,	  before	  further	  fetching	  
the	  data	  linked	  by	  these	  URLs.	  
	  

	   	  

Figure	  18:	  Architecture	  of	  a	  web	  crawler	  

	  

6.3 Current	  implementation	  of	  the	  prototype	  crawling-‐based	  data	  collection	  	  

In	  this	  section,	  we	  present	  a	  prototype	  implementation	  of	  the	  crawler	  of	  LEADS.	  	  This	  prototype	  al-‐
lows	  a	  set	  of	  distributed	  crawlers	   to	  collaboratively	   fetch	  data	   from	  the	  Web,	  which	  constitutes	  an	  
crawling-‐based	  collection	  of	  web	  pages	  with	  the	  retrieved	  content.	  This	  prototype	  is	  publicly	  availa-‐
ble7.	  It	  is	  built	  on	  top	  of	  Infinispan8	  and	  flaxcrawler9.	  Infinispan	  is	  a	  distributed	  key-‐value	  store	  main-‐
tained	  by	  the	  LEADS	  partner	  Red	  Hat,	  which	   implements	  the	  core	  of	   the	  LEADS	  storage	   layer.	  Flax-‐
crawler	  is	  an	  open-‐source	  lightweight	  and	  multi-‐threaded	  web	  crawler	  written	  in	  Java.	  
	  
Below,	  we	  detail	  the	  capabilities	  of	  our	  prototype,	  its	  key	  components,	  as	  well	  as,	  the	  internal	  work-‐
flow	  when	  it	  executes	  the	  query	  specified	  in	  the	  Use	  Case	  1	  of	  LEADS	  [UCM12].	  
	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
7 Demo	  of	  LEADS	  crawler.	  http://github.com/otrack/Leads-‐crawler-‐demo.	  
8	  Infinispan.	  http://www.jboss.org/infinispan.	  
9	  Flaxcrawler.	  http://code.google.com/p/flaxcrawler/.  
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6.3.1 Capabilities	  

Our	  prototype	  keeps	  track	  of	  the	  visited	  web	  pages,	  so	  no	  page	  would	  be	  crawled	  twice.	  Specifically,	  
before	  crawling	  a	  page	  linked	  by	  a	  URL,	  the	  crawler	  checks	  whether	  this	  URL	  exists	  in	  the	  index	  of	  the	  
Link	  Database	  (Figure	  18)	  or	  not.	   If	   it	   is	  the	  case,	  the	  URL	   is	  simply	   ignored.	  Otherwise,	  the	  crawler	  
fetches	  its	  content.	  This	  ensures	  the	  efficiency	  of	  crawling	  by	  avoid	  redundant	  data	  fetching.	  The	  pro-‐
totype	  normalizes	  the	  URLs	  of	  the	  crawled	  web	  pages,	  and	  it	  can	  be	  configured	  to	  make	  a	  pause	  be-‐
tween	  two	  requests	  to	  a	  single	  site	  with	  respect	  to	  the	  politeness	  policy.	  The	  key	  feature	  of	  our	  pro-‐
totype	   is	   being	   both	  multi-‐threaded	   and	   distributed.	   In	   other	  words,	   the	   amount	   of	   crawlers	   that	  
constitute	   the	   crawling-‐based	   collection	   can	   scale	   vertically	   (with	   more	   threads)	   and	   horizontally	  
(with	  more	  servers).	  Our	  prototype	  supports	  downloading	   the	  pages	   through	  one	  or	  more	  proxies,	  
and	  it	  can	  balance	  the	  load	  between	  proxies	  when	  the	  number	  of	  proxies	  is	  set	  to	  more	  than	  one.	  It	  
is	  also	  highly	  customizable	  as	  the	  controllers	  for	  the	  download	  and	  the	  web	  page	  parsers	  can	  be	  de-‐
fined	  by	  the	  user.	  
	  

6.3.2 Components	  

The	  architecture	  of	  our	  crawler	  prototype	  follows	  the	  guidelines	  depicted	  in	  Figure	  18.	  The	  key	  com-‐
ponent	   is	   the	   content	   repository.	   This	   repository	   is	   implemented	  as	   a	   shared	  map	  on	   top	  of	   Infin-‐
ispan.	  Each	  crawled	  page	  is	  stored	  in	  this	  repository,	  and	  is	  indexed	  accordingly	  to	  its	  URL.	  	  
	  
After	   a	   page	   is	   crawled,	   the	  parser	   extracts	   the	  URLs	   from	   the	  page.	   For	   each	  URL	   found	   into	   the	  
page,	  a	  filtering	  mechanism	  is	  applied	  to	  know	  if	  the	  URL	  is	  pushed	  to	  the	  link	  database.	  The	  parsing	  
is	  configurable.	  For	  instance,	  the	  user	  can	  specify	  that	  a	  URL	  is	  not	  kept	  if	  it	  is	  dynamic,	  or	  it	  does	  not	  
belong	  to	  a	  predefined	  set	  of	  domains.	  	  
	  
The	  crawler	  implements	  a	  test	  to	  verify	  that	  a	  URL	  was	  not	  previously	  crawled.	  To	  this	  end,	  it	  checks	  
the	  existence	  of	  the	  normalized	  URL	  in	  the	  content	  repository.	  Notice	  here	  that	  the	  shared	  map	  im-‐
plementing	   the	   content	   repository	   is	  not	   strongly	   consistent.	   This	   costs	   that	   a	   small	   percentage	  of	  
URLs	   can	  be	   re-‐crawled	   erroneously,	   but	   this	   significantly	   improves	   the	  whole	  performance	  of	   the	  
system.	  
	  
Once	  the	  filtering	  mechanism	  acknowledges	  that	  a	  URL	  can	  be	  crawled,	  it	  is	  stored	  into	  the	  link	  data-‐
base.	  	  This	  database	  is	  implemented	  via	  an	  atomic	  queue	  on	  top	  of	  Infinispan.	  By	  executing	  a	  pop()	  
operation	  on	  the	  queue,	  a	  crawler	  retrieves	  the	  next	  URL	  it	  will	  have	  to	  crawl.	  To	  add	  a	  URL	  to	  the	  
database,	  a	  crawler	  executes	  a	  push()	  operation.	  In	  the	  initial	  state,	  the	  queue	  is	  populated	  with	  the	  
seed,	  which	  is	  the	  set	  of	  URLs	  that	  define	  the	  start	  of	  the	  crawl.	  
	  

6.3.3 Internal	  workflow	  for	  Use	  Case	  1	  

In	  the	  Use	  Case	  1	  of	  LEADS,	  a	  user	  provides	  a	  list	  of	  keywords	  to	  compute	  a	  query	  on	  top	  of	  the	  pub-‐
licly	  available	  data	   in	  LEADS.	  The	  result	  of	  the	  query	   is	  a	   list	  of	  web	  pages	  that	  match	  the	  provided	  
keywords,	  and	  that	  are	  sorted	  according	  to	  both	  their	  PageRank	  and	  to	  a	  sentiment	  analysis	  score	  of	  
their	  content.	  A	  video	  of	  demonstration	  of	  the	  query	  is	  available	  online7.	  
	  
To	  implement	  the	  query,	  the	  LEADS	  infrastructure	  splits	  the	  query	  in	  two	  parts:	  	  
	  

• A	  permanent	  part,	  which	  runs	  continuously	  and	  constructs	  a	  crawling-‐based	  data	  collection,	  
and	  	  
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• An	  instantaneous	  part,	  which	  returns	  the	  state	  of	  the	  result	  at	  the	  time	  and	  is	  executed	  on	  
top	  of	  this	  data	  collection.	  
	  	  

The	  permanent	  part	  is	  executed	  by	  our	  prototype	  of	  distributed	  crawlers.	  The	  set	  of	  pages	  resulting	  
from	  this	  continuous	  crawl	  of	  the	  Web	  is	  parsed	  by	  a	  set	  of	  listeners	  that	  check	  if	  the	  content	  match-‐
es	  the	  key	  words.	   In	  case,	  the	  content	  matches,	  the	   listener	  retrieves	  a	  sentiment	  analysis	  score	  of	  
the	  page	  from	  a	  remote	  service	  and	  stores	  the	  resulting	  page	  in	  a	  shared	  mapping	  together	  with	  the	  
PageRank	  of	  the	  web	  sites	  hosting	  the	  page.	  When	  the	  instantaneous	  part	  of	  the	  query	  is	  executed,	  
the	  content	  of	  the	  map	  is	  sorted	  appropriately	  and	  then	  returned	  to	  the	  user.	  

7. Conclusion	  
This	  deliverable	  focused	  on	  the	  user-‐aided	  data	  collection	  mechanism	  of	  LEADS,	  and	  detailed	  the	  de-‐
sign	  and	  implementation	  of	  the	  user-‐aided	  publishing	  interface.	  It	  also	  presented	  experimental	  eval-‐
uation	  on	  large-‐scale	  datasets,	  showing	  that	  the	  user-‐aided	  data	  collection	  could	  be	  a	  good	  comple-‐
ment	  to	  the	  crawling-‐based	  data	  collection	  to	  enlarge	  the	  data	  collection	  of	  LEADS.	  Finally,	  this	  deliv-‐
erable	  gave	  a	  brief	  overview	  of	  the	  prototype	  of	  the	  distributed	  crawlers.	  
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