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Abstract	  
This	  deliverable	  presents	  the	  specification	  and	  the	  initial	  implementation	  of	  the	  distributed	  
storage	  layer	  at	  core	  of	  the	  LEADS	  platform.	  This	  layer	  consists	  in	  a	  key-‐value	  store	  with	  ex-‐
tended	  capabilities	  to	  be	  deployed	  in	  a	  federation	  of	  micro-‐clouds.	  We	  first	  list	  the	  require-‐
ments	  of	  the	  key-‐value	  store	  with	  relation	  to	  the	  big	  data	  services	  we	  aim	  at	  implementing	  
in	  LEADS.	  Further,	  we	  detail	  a	  list	  of	  features	  that	  implement	  these	  requirements,	  and	  de-‐
scribe	  the	  state	  of	  our	  prototype	  implementation.	  For	  the	  features	  currently	  in-‐progress,	  we	  
review	  the	  research	  challenges	  that	  we	  have	  to	  address	  in	  order	  to	  fulfil	  their	  implementa-‐
tions.	  As	  required	  in	  the	  DoW	  of	  the	  LEADS	  project,	  our	  current	  prototype	  is	  fully	  functional	  
in	  the	  case	  of	  a	  single	  micro-‐cloud	  at	  M12.	  
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1. Executive	  Summary	  
Most	  of	  the	  knowledge	  that	  can	  be	  derived	  from	  public	  data	  sets	  is	  only	  available	  to	  a	  handful	  of	  In-‐
ternet-‐scale	  corporations.	  Such	  knowledge	  is	  however	  at	  the	  heart	  of	  promising	  business	  models	  for	  
companies	  that	  have	  the	  capacity	  to	  store	  and	  analyze	  large	  amount	  of	  data.	  The	  objective	  of	  LEADS	  
is	  to	  investigate	  a	  novel	  approach	  that	  facilitates	  data-‐as-‐a-‐service	  (DaaS)	  such	  that	  the	  real-‐time	  
processing	  of	  large	  amount	  of	  public	  data	  becomes	  economically	  and	  technically	  feasible	  even	  for	  
small	  and	  medium	  enterprises	  (SMEs).	  	  More	  precisely,	  the	  approach	  followed	  in	  LEADS	  consists	  in	  
aggregating	  into	  a	  federation	  of	  micro-‐clouds	  the	  infrastructures	  of	  multiple	  SMEs.	  This	  aggregation	  
increases	  the	  amount	  of	  data	  storage	  and	  computational	  power	  available	  to	  a	  level	  where	  an	  SME	  
has	  enough	  sufficient	  resources	  to	  process	  public	  data.	  	  
	  
The	  approach	  followed	  in	  the	  LEADS	  project	  raises	  several	  challenges.	  In	  particular,	  the	  LEADS	  plat-‐
form	  relies	  on	  an	  efficient	  distributed	  storage	  system.	  Each	  SME	  brings	  into	  the	  federation	  a	  few	  
servers	  with	  virtualization	  capabilities	  –	  named	  a	  micro-‐cloud.	  The	  LEADS	  distributed	  storage	  layer	  
sits	  on	  top	  of	  this	  set	  of	  micro-‐clouds.	  	  Designing	  the	  storage	  layer	  is	  addressed	  in	  WP2.	  The	  core	  dif-‐
ficulties	  in	  designing	  such	  a	  layer	  are	  (i)	  the	  dependability	  of	  the	  whole	  infrastructure	  in	  face	  of	  faults	  
at	  both	  scales	  -‐	  inside	  and	  between	  the	  micro-‐clouds,	  (ii)	  the	  necessity	  of	  leveraging	  the	  two-‐level	  
infrastructure	  of	  LEADS	  for	  performance,	  and	  (iii)	  the	  ability	  to	  deal	  with	  big	  data	  extracted	  from	  pub-‐
lic	  sources	  –	  typically	  the	  Internet.	  
	  
In	  this	  deliverable,	  we	  detail	  the	  specification	  and	  the	  initial	  implementation	  of	  the	  storage	  layer	  at	  
core	  of	  the	  LEADS	  platform.	  This	  layer	  consists	  in	  a	  key-‐value	  store	  with	  extended	  capabilities	  to	  be	  
deployed	  in	  a	  federation	  of	  micro-‐clouds.	  We	  first	  list	  the	  requirements	  of	  the	  key-‐value	  store	  with	  
relation	  to	  the	  big	  data	  services	  we	  aim	  at	  implementing	  in	  LEADS.	  Further,	  we	  detail	  a	  list	  of	  features	  
that	  implement	  these	  requirements,	  and	  describe	  the	  state	  of	  our	  prototype	  implementation.	  Then,	  
this	  deliverable	  reviews	  the	  research	  challenges	  that	  we	  have	  to	  address	  in	  order	  to	  fulfil	  the	  imple-‐
mentation	  of	  features	  still	  in	  -‐progress.	  As	  required	  in	  the	  DoW	  of	  the	  LEADS	  project,	  our	  current	  pro-‐
totype	  is	  fully	  functional	  in	  the	  case	  of	  a	  single	  micro-‐cloud	  at	  M12.	  
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2. Introduction	  
This	  document	  describes	  a	  specification	  of	  the	  storage	  layer	  that	  supports	  the	  LEADS	  service	  model,	  
and	  its	  initial	  implementation	  at	  M12.	  Following	  the	  DoW	  of	  the	  project,	  we	  apply	  an	  iterative	  devel-‐
opment	  of	  the	  functionalities	  of	  the	  storage	  layer.	  We	  start	  from	  a	  functional	  storage	  on	  a	  single	  mi-‐
cro-‐cloud	  having	  a	  modular	  design	  and	  we	  are	  currently	  adding	  micro-‐cloud	  federation	  capabilities	  to	  
it.	  This	  document	  defines	  precisely	  the	  features	  that	  are	  expected	  to	  be	  supported	  by	  the	  final	  im-‐
plementation,	  and	  lists	  the	  research	  efforts	  related	  to	  them.	  
	  
The	  remainder	  of	  this	  document	  is	  organized	  as	  follows:	  Section	  2	  introduces	  the	  architecture	  target-‐
ed	  in	  LEADS,	  i.e.,	  a	  federation	  of	  micro-‐clouds,	  and	  lists	  the	  requirements	  of	  the	  storage	  layer.	  In	  Sec-‐
tion	  3,	  we	  describe	  a	  high-‐level	  implementation	  of	  these	  requirements.	  Our	  implementation	  is	  de-‐
fined	  in	  terms	  of	  features;	  a	  group	  of	  features	  implements	  a	  requirement.	  In	  Section	  4,	  we	  detail	  the	  
features	  currently	  implemented	  in	  our	  initial	  prototype,	  as	  well	  as,	  the	  features	  which	  integration	  is	  
currently	  in-‐progress.	  For	  each	  in-‐progress	  feature,	  we	  introduce	  a	  list	  of	  related	  research	  opportuni-‐
ties.	  Section	  5	  closes	  this	  document	  with	  a	  brief	  summary	  of	  the	  state	  of	  our	  prototype	  as	  well	  as	  the	  
directions	  we	  are	  taking	  to	  enhance	  it.	  
	  

3. High-‐level	  requirements	  of	  the	  storage	  layer	  
In	  this	  section,	  we	  present	  an	  overview	  of	  the	  functional	  and	  non-‐functional	  requirements	  for	  the	  
LEADS	  storage	  layer.	  These	  requirements	  were	  previously	  detailed	  for	  internal	  use	  in	  the	  project	  in	  
working	  document	  WD2.1,	  and	  form	  the	  input	  of	  the	  storage	  layer	  specification	  that	  we	  describe	  in	  
Section	  4.	  
	  

3.1 Targeted	  architecture	  and	  associated	  failure	  model	  

The	  LEADS	  platform	  is	  a	  collection	  of	  micro	  data-‐centers	  or	  micro-‐clouds	  (Figure	  1).	  Each	  micro-‐cloud	  
consists	  of	  a	  dozen	  of	  servers	  with	  virtualization	  capabilities	  connected	  to	  a	  local-‐area	  network.	  Con-‐
nections	  to	  clients	  of	  the	  platform,	  to	  other	  micro-‐clouds	  and	  to	  clouds	  in	  the	  public	  space	  take	  place	  
through	  a	  wide-‐area	  network.	  The	  availability	  of	  optical	  fibers	  makes	  such	  links	  efficient.	  Neverthe-‐
less,	  there	  is	  at	  least	  one	  order	  of	  magnitude	  between	  the	  link	  performance	  (in	  term	  of	  bandwidth	  
and	  message	  delay)	  outside	  and	  inside	  a	  micro-‐cloud.	  
	  
	  

	  

Figure	  1:	  High-‐level	  architecture	  of	  the	  LEADS	  storage	  layer.	  

μ data center

Reliable, durable 
key/value store

μDCs may be down 
or unreachable

Storage
manager

Handle replication 
and consistency

μ data center

Storage
manager

...
10s-100s μDCs 

with few changes

Consistent access 
protocols

Client Client Client ClientClient concurrently 
access data

Building blocks 
(paxos, etc.)



Deliverable	  D2.2	  
Initial	  prototype	  of	  the	  key-‐value	  store	  

INFSO-‐ICT-‐318809	   Page	  3	  
LEADS:	  Large-‐Scale	  Elastic	  Architecture	  for	  Data-‐as-‐a-‐Service	  

The	  above	  architecture	  targeted	  in	  LEADS	  requires	  considering	  a	  two-‐level	  failure	  model	  where	  both	  
a	  server	  inside	  a	  micro-‐cloud	  and	  a	  micro-‐cloud	  as	  a	  whole	  can	  fail.	  Indeed,	  while	  the	  simultaneous	  
failure	  of	  all	  servers	  inside	  a	  micro-‐cloud	  is	  unlikely,	  each	  micro-‐cloud	  is	  typically	  connected	  through	  
a	  single	  link	  to	  other	  micro-‐clouds,	  to	  the	  clients,	  and	  to	  public	  data	  sources.	  The	  failure	  of	  this	  
unique	  link	  results	  in	  the	  apparent	  failure	  of	  the	  whole	  micro-‐cloud	  for	  externally	  connected	  compo-‐
nents.	  Other	  external	  events	  such	  as	  natural	  disasters	  or	  power	  outages	  can	  also	  disrupt	  the	  whole	  
micro-‐cloud.	  
	  
As	  a	  consequence	  of	  the	  above	  failure	  model,	  we	  must	  consider	  a	  decentralized	  architecture.	  In	  other	  
words,	  the	  use	  of	  a	  centralized,	  omniscient,	  and/or	  permanently	  connected	  component	  that	  would	  
run	  in	  one	  of	  the	  micro-‐cloud	  is	  prohibited.	  If	  we	  need	  a	  component	  that	  orchestrates	  the	  storage	  
layer	  and	  the	  placement	  of	  data,	  this	  component	  must	  be	  virtualized	  using	  fully	  decentralized	  and	  
dependable	  mechanisms.	  Inside	  each	  micro-‐cloud,	  dependability	  mechanisms	  will	  ensure	  that	  the	  
services	  provided	  to	  the	  clients	  and	  to	  other	  micro-‐clouds	  are	  dependable	  and	  highly	  available.	  At	  the	  
higher	  level,	  additional	  mechanisms	  will	  treat	  each	  micro-‐cloud	  as	  a	  single,	  fallible	  entity	  of	  the	  sys-‐
tem.	  
	  
Elasticity	  refers	  to	  the	  ability	  to	  add	  or	  remove	  machines	  to	  the	  system.	  In	  the	  LEADS	  storage	  layer,	  
elasticity	  should	  take	  two	  forms:	  adding	  or	  removing	  a	  machine	  to	  a	  micro-‐cloud,	  and	  adding	  or	  re-‐
moving	  a	  micro-‐cloud	  from	  the	  system.	  It	  should	  be	  noted	  that	  when	  the	  configuration	  of	  the	  storage	  
layer	  change,	  the	  load	  must	  be	  automatically	  balanced	  without	  interfering	  with	  on-‐going	  computa-‐
tions.	  
	  
Due	  to	  the	  performance	  gap	  between	  local	  and	  wide-‐area	  network	  connections,	  access	  locality	  is	  
paramount	  to	  the	  efficiency	  (in	  particular,	  energy-‐efficiency)	  of	  the	  system.	  At	  local	  scale,	  since	  a	  mi-‐
cro-‐cloud	  is	  small,	  and	  internal	  connections	  are	  fast,	  we	  employ	  traditional	  techniques.	  At	  the	  federa-‐
tion	  scale,	  the	  system	  must	  support	  appropriate	  data	  placement	  and	  scheduling	  policies	  to	  leverage	  
locality.	  These	  two	  aspects	  are	  mainly	  targeted	  in	  WP4;	  the	  storage	  layer	  should	  simply	  offer	  appro-‐
priate	  information	  reporting	  to	  allow	  implementing	  them.	  
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3.2 Data-‐as-‐a-‐Service	  model	  and	  impact	  on	  the	  storage	  layer	  

The	  service	  model	  of	  the	  LEADS	  DaaS	  (data-‐as-‐a-‐service)	  platform	  combines	  two	  forms	  of	  data:	  public	  
data	  extracted	  from	  various	  sources,	  e.g.,	  from	  the	  Web,	  and	  private	  data	  created	  by	  the	  users	  of	  the	  
service.	  Accesses	  to	  both	  data	  types	  must	  be	  simple,	  and	  the	  API	  should	  correspond	  to	  well-‐
established	  abstractions	  for	  manipulating	  data.	  Below,	  we	  further	  detail	  the	  two	  types	  of	  data,	  and	  
how	  they	  impact	  the	  storage	  layer.	  
	  
Public	  data	  is	  immutable.	  It	  is	  stored	  and	  made	  available	  in	  multiple	  versions.	  Each	  version	  of	  a	  data	  
items	  reflects	  the	  time	  at	  which	  it	  was	  created	  in	  the	  storage	  layer.	  The	  storage	  of	  public	  data	  is	  not	  
encrypted.	  If	  applicable,	  it	  can	  be	  compressed	  and	  uncompressed	  on	  the	  fly.	  Public	  data	  is	  typically	  
structured	  -‐	  for	  instance	  it	  can	  form	  a	  graph.	  Navigation	  through	  this	  data	  may	  benefit	  from	  indexing	  
mechanisms	  and	  access	  methods	  that	  expose	  this	  structure.	  However,	  the	  primary	  interface	  pro-‐
posed	  to	  access	  data	  is	  flat,	  that	  is	  the	  storage	  system	  remains	  oblivious	  of	  the	  nature	  and	  the	  links	  
between	  data	  elements.	  Since	  public	  data	  is	  immutable,	  it	  should	  be	  replicated	  as	  needed	  inside	  a	  
micro-‐cloud	  and	  across	  multiple	  micro-‐clouds	  (a	  minimum	  number	  of	  replicas	  can	  be	  necessary	  to	  
ensure	  durability	  of	  the	  data	  in	  the	  presence	  of	  micro-‐clouds	  faults).	  
	  
Private	  data	  is	  mutable	  and	  its	  privacy	  must	  be	  preserved	  through	  appropriate	  encryption	  mecha-‐
nisms.	  Users	  and	  applications	  may	  also	  require	  that	  a	  private	  data	  element	  is	  stored	  in	  a	  particular	  
region,	  or	  outside	  a	  particular	  region	  (e.g.,	  for	  legal	  reasons).	  Since	  private	  data	  is	  mutable,	  it	  must	  be	  
replicated	  on	  multiple	  machines	  to	  guarantee	  dependability.	  Furthermore,	  accesses	  must	  be	  possible	  
on	  any	  copy	  and,	  therefore,	  consistency	  must	  be	  enforced	  accordingly.	  Multiple	  consistency	  level	  are	  
possible.	  A	  high	  consistency	  level	  typically	  requires	  expensive	  synchronization	  and	  communication	  
between	  nodes.	  The	  need	  for	  strong	  (or	  weak)	  consistency	  depends	  on	  the	  data	  and	  on	  the	  applica-‐
tion.	  The	  support	  for	  several,	  co-‐existing	  consistency	  models,	  permits	  a	  wider	  range	  of	  applications	  to	  
operate	  on	  top	  of	  the	  storage	  layer.	  In	  addition,	  it	  reduces	  the	  cost	  and	  overall	  energy	  usage	  of	  the	  
platform.	  
	  
While	  the	  performance	  of	  the	  storage	  layer	  for	  accessing	  private	  data	  is	  important,	  it	  is	  even	  more	  
for	  public	  data.	  Indeed,	  massive	  computations	  on	  public	  data	  are	  expected	  to	  extract	  meaningful	  in-‐
formation,	  and	  are	  thus	  likely	  to	  be	  accessed	  by	  many	  clients	  simultaneously.	  In	  contrast,	  private	  da-‐
ta	  sets	  are	  expected	  to	  be	  smaller	  and	  should	  experience	  less	  traffic.	  Therefore,	  functionalities	  can	  be	  
considered	  as	  more	  important	  than	  raw	  performance	  in	  this	  last	  case.	  
	  
The	  LEADS	  platform	  features	  querying	  and	  extraction	  mechanisms,	  defined	  in	  WP3.	  Queries	  can	  be	  
persistent	  and	  operate	  on	  the	  data	  items	  obtained	  through	  the	  extraction	  service	  (WP1).	  The	  same	  
(or	  similar)	  queries	  may	  be	  sent	  several	  times	  in	  the	  system	  and	  therefore	  operate	  on	  similar	  data	  
sets.	  The	  storage	  layer	  supports	  these	  queries	  by	  allowing	  the	  creation	  of	  collections.	  A	  collection	  is	  
defined	  on	  a	  subset	  of	  the	  data	  and	  it	  enables	  a	  fast	  and	  direct	  access	  to	  the	  items	  that	  correspond	  to	  
a	  given	  criteria,	  or	  for	  which	  the	  access	  is	  not	  done	  primarily	  by	  the	  name	  of	  the	  item	  but	  according	  
to	  another	  criteria.	  Collections	  are	  specific	  to	  a	  given	  query	  and	  thus	  to	  a	  given	  client	  application.	  As	  
a	  consequence,	  they	  represent	  sensitive	  data:	  	  an	  attacker	  getting	  access	  to	  the	  unencrypted	  version	  
of	  a	  collection	  may	  be	  able	  to	  determine	  the	  common	  aspect	  of	  the	  documents	  indexed,	  and	  thus,	  
part	  of	  the	  corresponding	  queries.	  This	  calls	  for	  appropriate	  privacy-‐preserving	  encrypted	  collection.	  
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3.3	   Summary	  
	  
Below,	  we	  summarize	  the	  high-‐level	  requirements	  of	  the	  LEADS	  storage	  layer.	  
	  
(R1)	  Data	  access	  

A	  LEADS	  client	  accesses	  data	  through	  simple	  and	  well-‐known	  interfaces.	  
(R2)	  Dependability	  

The	  LEADS	  storage	  layer	  operates	  despite	  the	  failure	  of	  multiple	  nodes,	  or	  the	  failure	  of	  a	  
whole	  micro-‐cloud.	  

(R3)	  Elasticity	  
The	  storage	  layer	  supports	  the	  ability	  to	  add	  and	  remove	  nodes	  inside	  a	  micro-‐cloud,	  and	  to	  
add	  and	  remove	  micro-‐clouds.	  

(R4)	  	  Consistency	  	  
Public	  data	  is	  immutable	  and	  strongly	  consistent.	  The	  leads	  storage	  layer	  supports	  different	  
tenable	  consistency	  levels	  for	  mutable	  private	  data,	  including	  strong	  and	  weak	  consistency.	  	  

(R5)	  Locality	  and	  performance	  
Immutable	  public	  data	  are	  replicated/cached	  at	  will	  to	  improve	  locality	  and	  thus	  perfor-‐
mance	  of	  accesses.	  Private	  data	  are	  mutable,	  and	  consequently	  it	  is	  cached	  with	  care	  to	  face	  
the	  trade-‐off	  between	  consistency	  and	  performance.	  

(R6)	  Data	  placement	  and	  indexing	  (with	  WP1,	  WP4)	  
The	  leads	  storage	  layer	  supports	  explicit	  data	  placement	  to	  satisfy	  administrative/legal	  re-‐
quirements	  and	  improve	  locality.	  

(R7)	  Versioning	  
Public	  and	  private	  data	  are	  available	  in	  several	  versions.	  Upon	  relocation	  of	  data,	  previous	  
versions	  might	  be	  accessed	  via	  redirections.	  

(R8)	  Scheduling	  (with	  WP4)	  
Query	  placement	  algorithms	  from	  WP4	  decide	  which	  micro-‐cloud	  should	  host	  a	  query,	  and	  
require	  information	  about	  data	  placement	  and	  affinity	  of	  queries	  with	  data	  coming	  from	  the	  
storage	  layer.	  

	  (R9)	  Encrypted	  private	  data	  
A	  query	  typically	  operates	  on	  a	  subset	  of	  the	  data	  that	  is	  pre-‐computed	  upon	  data	  extrac-‐
tion,	  or	  generated	  by	  other	  queries.	  Such	  a	  subset	  is	  kept	  in	  a	  collection.	  The	  content	  of	  a	  
collection	  may	  be	  sensitive	  data	  in	  itself.	  As	  a	  consequence,	  it	  needs	  to	  be	  encrypted	  and	  
support	  for	  this	  encryption	  must	  be	  built	  into	  the	  storage	  layer.	  
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4. Detailed	  specification	  of	  the	  storage	  layer	  
We	  now	  specify	  a	  high-‐level	  implementation	  of	  the	  requirements	  listed	  in	  the	  previous	  section.	  Our	  
implementation	  is	  defined	  in	  terms	  of	  features.	  Features	  are	  grouped	  into	  functionalities,	  which	  re-‐
fine	  the	  requirements	  we	  listed	  previously	  in	  Section	  3.	  Table	  1	  –	  Decomposition	  in	  features	  of	  the	  
LEADS	  storage	  layerbelow	  sums-‐up	  our	  specification.	  
	  
The	  reminder	  of	  this	  section	  gives	  a	  detailed	  explanation	  of	  the	  functionalities	  and	  the	  features	  the	  
LEADS	  storage	  layer	  should	  provide.	  For	  each	  functionality,	  we	  first	  recall	  its	  context	  and	  motivation.	  
Then,	  we	  define	  how	  the	  storage	  layer	  implements	  that	  functionality	  in	  terms	  of	  API	  and	  expected	  
functional	  behaviour.	  Due	  to	  the	  two-‐level	  structure	  of	  the	  LEADS	  infrastructure,	  a	  feature	  imple-‐
menting	  functionality	  might	  be	  needed	  at	  the	  level	  of	  a	  micro-‐cloud,	  at	  the	  federation	  level,	  or	  at	  
both	  levels.	  	  
	  

Features	   one	  micro-‐cloud	   federation	  
Key/value	  store	  API	   F2.11	   F2.12	  
Listener	  API	  	   F2.13	   F2.14	  
Fault-‐tolerance	  mechanisms	   F2.21	   F2.22	  
Elasticity	   F2.23	   F2.24	  
Consistent	  hashing	  based	  data	  placement	   F2.31	   	  	  
Explicit	  and	  constrained	  data	  placement	   	  	   F2.32	  
Data	  location	  retrieval	   	  	   F2.33	  
Total	  order	  based	  replication	   F2.41	   	  	  
Primary-‐replica	  based	  replication	   	  	   F2.42	  
Eventual	  consistency	  based	  replication	   F2.43	   F2.44	  
Heat	  maps	  support	   	  	   F2.51	  
Automatic	  caching	  of	  public	  data	   	  	   F2.52	  
Versioning	   F2.61	   F2.62	  
Redirection	  support	   	  	   F2.63	  
Factory	  of	  atomic	  objects	   F2.71	   	  	  
FUSE-‐based	  file	  system	  interface	   	  	   F2.81	  
Encrypted	  collections	   	  	   F2.91	  
Support	  for	  deployment	  and	  configuration	   F2.101	   F2.102	  

Table	  1	  –	  Decomposition	  in	  features	  of	  the	  LEADS	  storage	  layer	  requirements	  

	  

4.1 Key-‐value	  store	  API	  
Motivation.	  Traditional,	  highly	  normalised	  data	  has	  been	  proven	  not	  to	  scale	  in	  a	  large-‐scale	  distrib-‐
uted	  environment.	  	  Common	  solutions	  involve	  storing	  denormalized	  data	  -‐	  either	  as	  key/value	  pairs	  
of	  objects,	  or	  as	  documents.	  	  This	  has	  been	  the	  cornerstone	  of	  modern,	  highly	  scalable	  distributed	  
storage	  systems	  collectively	  known	  as	  NoSQL	  [NoSQL].	  Following	  this	  approach,	  the	  storage	  layer	  
should	  privilege	  flat	  data	  structures	  with	  simple	  access	  patterns	  over	  complex	  ones	  (e.g.,	  the	  rela-‐
tional	  model).	  The	  canonical	  example	  of	  data	  denormalization	  is	  a	  key-‐value	  store	  API.	  We	  define	  this	  
interface	  as	  the	  main	  interface	  to	  the	  LEADS	  storage	  layer.	  
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Functional	  Description.	  The	  LEADS	  storage	  layer	  supports	  a	  key-‐value	  store	  API.	  This	  means	  that	  a	  
client	  can	  create	  and	  remove	  a	  key	  space,	  and	  can	  put	  and	  get	  a	  key	  with	  an	  associated	  value	  into	  a	  
particular	  key	  space.	  This	  API	  is	  available	  at	  the	  scale	  of	  a	  micro-‐cloud,	  and	  at	  the	  scale	  of	  the	  federa-‐
tion	  of	  micro-‐clouds.	  Two	  parameters	  given	  at	  the	  key	  space	  creation	  time,	  indicates	  the	  scale	  at	  
which	  the	  key	  space	  is	  created,	  and	  whether	  it	  contains	  private	  or	  public	  data.	  In	  addition,	  the	  stor-‐
age	  layer	  supports	  a	  listener	  pattern	  via	  a	  client	  registration	  mechanism	  that	  takes	  a	  key	  space	  as	  ar-‐
gument.	  Once	  registered,	  a	  client	  receives	  notifications	  for	  the	  events	  occurring	  on	  the	  registered	  
keys	  (creation,	  modification	  and	  deletion).	  
	  
Features.	  	  

-‐ [F2.11]	  Key/value	  store	  API	  (one	  micro-‐cloud)	  
-‐ [F2.12]	  Key/value	  store	  API	  (federation)	  
-‐ [F2.13]	  Listener	  API	  (one	  micro-‐cloud)	  
-‐ [F2.14]	  Listener	  API	  (federation)	  

	  

4.2 Dependability	  and	  elasticity	  mechanisms	  

Motivation.	  Existing	  Cloud	  storages,	  such	  as	  Cassandra	  [LM10],	  can	  span	  multiple	  large	  data	  centers.	  	  	  
Geo-‐replication	  mechanisms	  allow	  such	  systems	  to	  have	  a	  very	  high	  degree	  of	  dependability.	  Similar-‐
ly,	  the	  LEADS	  infrastructure	  is	  a	  federation	  of	  micro-‐clouds,	  and	  thus	  at	  core	  a	  two-‐level	  architecture.	  
This	  architecture	  must	  be	  resilient	  to	  failures	  at	  both	  scales.	  This	  implies	  that	  (i)	  each	  micro-‐cloud	  is	  a	  
reliable	  machine,	  through	  internal	  dependability	  mechanisms,	  and	  (ii)	  at	  the	  highest	  level,	  the	  feder-‐
ation	  of	  micro-‐clouds	  is	  also	  a	  dependable	  system	  that	  handles	  transparently	  the	  failure	  of	  a	  micro-‐
cloud.	  
	  
Functional	  Description.	  At	  the	  level	  of	  a	  micro-‐cloud,	  the	  storage	  layer	  implements	  failure	  detection	  
mechanisms	  and	  supports	  the	  addition	  and	  removal	  of	  nodes	  (elasticity).	  At	  the	  level	  of	  the	  micro-‐
clouds	  federation,	  the	  addition	  (or	  removal)	  of	  a	  micro-‐cloud	  is	  not	  a	  frequent	  event.	  Still,	  it	  must	  be	  
supported	  without	  service	  interruption.	  Due	  to	  the	  performance	  gap	  between	  local	  and	  remote	  ac-‐
cesses,	  we	  note	  here	  that	  migrating	  the	  load	  to	  a	  novel	  micro-‐cloud	  is	  an	  expensive	  process.	  This	  
raises	  the	  observation	  that	  re-‐configurations	  must	  occur	  only	  when	  necessary.	  To	  satisfy	  this	  con-‐
straint,	  the	  membership	  information	  at	  the	  micro-‐clouds	  federation	  level	  is	  strongly	  consistent,	  and	  
the	  failure	  detection	  mechanism	  is	  slow	  but	  accurate.	  Both	  features	  are	  implemented	  on	  top	  of	  a	  
geographically	  distributed	  instance	  of	  the	  Zookeeper	  data	  sharing	  service	  [Zk].	  We	  note	  here	  that	  
Zookeeper	  has	  not	  been	  designed	  for	  large-‐scale	  data	  replication;	  in	  particular,	  all	  accesses	  are	  or-‐
chestrated	  through	  a	  (rotating)	  leader.	  
	  
Features.	  

-‐ [F2.21]	  Fault-‐tolerance	  mechanisms	  (one	  micro-‐cloud)	  
-‐ [F2.22]	  Fault-‐tolerance	  mechanisms	  (federation)	  
-‐ [F2.23]	  Elasticity	  (one	  micro-‐cloud)	  
-‐ [F2.24]	  Elasticity	  (federation)	  	  

	  

4.3 Data	  placement,	  indexing	  and	  locality	  (interactions	  with	  WP4)	  

Motivation.	  Each	  data	  item	  is	  associated	  with	  a	  name	  inside	  a	  naming	  space	  -‐	  for	  instance,	  a	  hierar-‐
chical	  naming	  space	  for	  a	  file	  system,	  or	  a	  key	  space	  for	  a	  key-‐value	  store.	  The	  ability	  to	  locate	  data	  in	  
this	  space	  is	  the	  responsibility	  of	  an	  indexing	  service	  implemented	  at	  the	  storage	  layer	  level.	  Another	  
important	  aspect	  of	  data	  management	  is	  locality.	  Data	  locality	  is	  the	  likelihood	  of	  a	  set	  of	  data	  items	  
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to	  be	  accessed	  together.	  In	  the	  context	  of	  LEADS,	  affinity	  mechanisms	  from	  WP4	  enforce	  data	  
placement	  to	  favour	  data	  locality.	  Moreover,	  a	  LEADS	  user	  may	  constrain	  data	  placement,	  e.g.,	  for	  
legal	  reasons.	  These	  last	  observations	  motivate	  that	  the	  LEADS	  storage	  layer	  needs	  to	  support	  an	  ex-‐
plicit	  indexing	  service	  at	  the	  micro-‐clouds	  federation	  level.	  
	  
Functional	  Description.	  The	  LEADS	  storage	  layer	  is	  able	  to	  explicitly	  place	  data	  on	  the	  micro-‐clouds.	  	  
Once	  selected	  for	  storing	  a	  data	  item,	  a	  micro-‐cloud	  uses	  an	  arbitrary	  internal	  mechanism	  for	  balanc-‐
ing	  the	  storage	  load	  between	  its	  internal	  servers.	  Direct	  placement	  is	  implemented	  via	  a	  (globally	  
replicated)	  explicit	  data	  index.	  This	  index	  maps	  key	  spaces	  to	  the	  micro-‐clouds	  holding	  a	  copy	  of	  the	  
space.	  A	  key	  space	  might	  be	  replicated	  over	  multiple	  micro-‐clouds	  to	  ensure	  data	  availability	  and	  to	  
improve	  performance.	  In	  order	  to	  avoid	  incorrect	  data	  migration	  from	  one	  cloud	  to	  another,	  the	  ex-‐
plicit	  index	  is	  strongly	  consistent.	  Each	  micro-‐cloud	  might	  also	  cache	  a	  local	  copy	  of	  the	  index	  to	  im-‐
prove	  read	  performance.	  The	  storage	  layer	  is	  able	  to	  return	  the	  location(s)	  of	  a	  data	  item,	  and	  to	  re-‐
ceive	  data	  placement	  requests	  from	  mechanisms	  implemented	  in	  WP4.	  Requests	  for	  placement	  can	  
be	  explicit,	  or	  can	  be	  based	  on	  constraint,	  e.g.,	  a	  key	  space	  shall	  not	  be	  placed	  on	  a	  micro-‐cloud	  that	  
is	  in	  a	  given	  geographical	  region.	  
	  
Features.	  

-‐ [F2.31]	  Consistent	  hashing	  based	  data	  placement	  (one	  micro-‐cloud)	  	  
-‐ [F2.32]	  Explicit	  and	  constrained	  data	  placement	  (federation)	  
-‐ [F2.33]	  Data	  location	  retrieval	  (federation)	  

	  

4.4 Replication	  and	  consistency	  of	  private	  data	  

Motivation.	  Replication	  is	  a	  fundamental	  technique	  to	  improve	  data	  availability	  and	  performance.	  
Nevertheless,	  dealing	  with	  updates	  on	  replicated	  data	  requires	  a	  considerable	  amount	  of	  synchroni-‐
sation	  among	  the	  replicas,	  in	  order	  to	  keep	  them	  coherent.	  Relaxed	  consistency	  models	  (e.g.,	  even-‐
tual	  consistency	  [EC])	  require	  developers	  to	  work	  with	  less	  consistent	  data	  and	  are	  generally	  harder	  
to	  use,	  but	  they	  present	  much	  better	  performance	  than	  strictly	  consistent	  ones.	  This	  is	  the	  inherent	  
trade-‐off	  between	  replication,	  consistency,	  and	  performance	  [CAP].	  Finding	  an	  appropriate	  level	  of	  
replication	  and	  consistency	  depends	  on	  the	  access	  patterns	  envisioned	  and	  the	  application	  invari-‐
ants.	  Classical	  solutions	  range	  between	  (1)	  increasing	  the	  synchronisation	  among	  the	  replicas	  in	  order	  
to	  semantically	  enforce	  the	  same	  update	  order	  in	  all	  of	  them,	  at	  the	  expense	  of	  adversely	  impacting	  
the	  system's	  performance,	  and	  (2)	  reducing	  the	  guarantees	  offered	  to	  the	  applications	  with	  relaxed	  
data	  consistency	  models.	  These	  solutions	  are	  vastly	  developed	  in	  the	  literature	  and	  the	  best	  trade-‐
offs	  are	  usually	  dependent	  on	  the	  applications.	  In	  general,	  strong	  consistency	  (aka.	  linearizability	  
[LIN])	  should	  be	  ensured	  for	  mutable	  data.	  Nevertheless,	  as	  application	  programmers	  have	  the	  ability	  
to	  gauge	  their	  application’s	  tolerance	  to	  weaker	  consistencies,	  the	  storage	  should	  allow	  them	  to	  
specify	  the	  consistency	  levels	  required	  for	  each	  data	  set.	  Following	  most	  cloud	  storage	  systems	  cur-‐
rently	  available,	  the	  LEADS	  storage	  layer	  should	  offer	  strong	  and	  eventual	  consistency.	  
	  
Functional	  Description.	  The	  consistency	  level	  of	  a	  key	  space	  (put	  and	  get	  operations)	  is	  defined	  at	  
creation	  time.	  This	  consistency	  level	  can	  be	  of	  two	  types:	  weak	  and	  strong.	  At	  the	  level	  of	  a	  single	  
micro-‐cloud,	  strong	  consistency	  is	  supported	  using	  a	  total	  order	  group	  communication	  primitive.	  At	  
the	  level	  of	  a	  federation	  of	  micro-‐clouds,	  the	  technique	  employed	  is	  primary-‐backup.	  Eventual	  con-‐
sistency	  at	  the	  level	  of	  a	  micro-‐cloud	  is	  implemented	  by	  using	  vector	  clocks	  and	  an	  anti-‐entropy	  
mechanism	  [Dyn].	  At	  the	  federation	  level,	  a	  lazy	  reconciliation	  scheme	  in	  the	  storage	  management	  
layer	  is	  used.	  	  
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Features.	  
-‐ [F2.41]	  Total	  order	  based	  replication	  	  (one	  micro-‐cloud)	  
-‐ [F2.42]	  Primary-‐backup	  based	  replication	  (federation)	  
-‐ [F2.43]	  Eventual	  consistency	  with	  vector	  clocks	  (one	  micro-‐cloud)	  
-‐ [F2.44]	  Eventual	  consistency	  with	  lazy	  replication	  (federation)	  	  	  

	  

4.5 Caching	  public	  data	  

Motivation.	  The	  LEADS	  storage	  layer	  processes	  both	  public	  and	  private	  data.	  As	  explained	  in	  the	  pre-‐
vious	  section,	  each	  type	  of	  data	  has	  a	  different	  best	  replication	  strategy.	  In	  the	  case	  of	  public	  data,	  
there	  is	  no	  need	  to	  synchronize	  the	  replicas	  since	  public	  data	  is	  immutable.	  Consequently,	  replication	  
in	  that	  case	  should	  only	  be	  driven	  by	  the	  access	  pattern	  to	  create	  as	  many	  local	  caches	  as	  necessary.	  
Non-‐discriminated	  growth	  of	  data	  replication	  should	  not	  pose	  a	  problem.	  
	  
Functional	  Description.	  The	  data	  storage	  implements	  an	  automatic	  caching	  mechanism	  for	  public	  
data.	  This	  caching	  mechanism	  is	  based	  on	  heat	  map	  of	  public	  data	  at	  the	  federation	  level,	  and	  its	  
granularity	  is	  a	  key	  space.	  	  	  
	  
Features.	  

-‐ [F2.51]	  Heat	  maps	  support	  (federation)	  
-‐ [F2.52]	  Automatic	  caching	  of	  public	  data	  (federation)	  

	  

4.6 Versioning	  

Motivation.	  Some	  queries	  will	  need	  to	  compare	  previous	  and	  new	  version	  of	  data,	  for	  instance	  to	  
estimate	  the	  evolution	  over	  time	  of	  public	  data.	  For	  private	  data,	  query	  results	  can	  be	  compared	  with	  
previous	  results	  from	  the	  same	  query	  to	  detect	  trends	  in	  these	  results.	  
	  
Functional	  Description.	  The	  LEADS	  storage	  layer	  is	  able	  to	  store	  not	  only	  the	  latest	  version	  of	  each	  
data	  item,	  but	  also	  a	  certain	  number	  of	  versions	  in	  the	  past.	  The	  amount	  of	  stored	  versions	  w.r.t.	  
time	  follows	  a	  Zipf	  law.	  Out-‐dated	  versions	  are	  garbage-‐collected	  via	  an	  appropriate	  mechanism.	  
When	  a	  key	  space	  is	  migrated	  from	  one	  micro-‐cloud	  to	  another,	  the	  system	  chooses	  between	  com-‐
pletely	  updating	  the	  shared	  index,	  or	  partially	  by	  making	  versions	  prior	  to	  the	  migration	  accessible	  
via	  multiple	  hops.	  
	  
Features.	  

-‐ [F2.61]	  Versioning	  (one	  micro-‐cloud)	  
-‐ [F2.62]	  Versioning	  (federation)	  	  
-‐ [F2.63]Redirection	  support	  (federation)	  
	  

4.7 Rich	  shared	  data	  structures	  

Motivation.	  Simple	  shared	  data	  structures,	  such	  as	  a	  key-‐value	  store	  are	  inefficient	  to	  implement	  
certain	  cloud	  applications.	  For	  instance,	  porting	  a	  legacy	  object-‐oriented	  application	  on	  a	  key-‐value	  
store	  requires	  a	  complex	  re-‐engineering	  process.	  To	  offer	  an	  alternative	  and	  stronger	  application	  
support,	  the	  LEADS	  storage	  layer	  offers	  a	  rich	  shared	  object	  programming	  layer.	  This	  programming	  
layer	  allows	  an	  application	  to	  construct	  a	  shared	  object	  of	  its	  choice1	  on	  top	  of	  the	  key-‐value	  store	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 Provided the class is marshallable. 
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API.	  In	  particular,	  these	  constructs	  can	  be	  used	  by	  WP3	  mechanisms	  for	  implementing	  complex	  que-‐
ries.	  
	  
Functional	  Description.	  The	  rich	  data	  structure	  layer	  consists	  in	  a	  factory	  of	  objects.	  Each	  object	  is	  
strongly-‐consistent.	  It	  is	  built	  in	  a	  non-‐intrusive	  manner	  on	  top	  of	  the	  key-‐value	  store	  API.	  At	  the	  cre-‐
ation	  time	  of	  the	  factory,	  the	  client	  defines	  the	  class	  of	  objects	  being	  created	  by	  the	  factory.	  Each	  
shared	  object	  created	  by	  the	  factory	  is	  named	  after	  its	  corresponding	  storage	  key	  in	  the	  key-‐value	  
store.	  A	  shared	  object	  is	  elastic	  and	  it	  both	  can	  scale-‐out	  and	  scale-‐up;	  this	  means	  that	  multiple	  cli-‐
ents	  located	  on	  the	  same	  node,	  or	  on	  different	  nodes,	  can	  transparently	  share	  the	  object.	  Further-‐
more,	  an	  object	  can	  be	  stored	  durably	  by	  the	  application	  and	  later	  retrieved.	  
	  
Features.	  

-‐ [F2.71]	  Factory	  of	  atomic	  objects(one	  micro-‐cloud)	  
-‐ [F2.71]	  Factory	  of	  atomic	  objects(federation)	  

	  

4.8 File-‐storage	  Interface	  

Motivation.	  The	  access	  to	  the	  DaaS	  service	  must	  be	  simple	  for	  clients.	  The	  API	  must	  correspond	  to	  
well-‐established	  abstractions	  for	  manipulating	  data.	  A	  file	  system	  interface	  corresponds	  to	  these	  re-‐
quirements.	  It	  allows	  re-‐using	  existing	  data	  management	  systems	  and	  simplifies	  the	  integration	  of	  
client	  applications.	  	  
	  
Functional	  Description.	  The	  LEADS	  storage	  layer	  includes	  a	  FUSE-‐based	  file	  system	  interface,	  in	  addi-‐
tion	  to	  lower-‐lever	  client	  interfaces	  and	  protocols.	  As	  previously	  with	  the	  strongly	  consistent	  object	  
factory,	  this	  file	  system	  is	  implemented	  in	  a	  non-‐intrusive	  manner	  on	  top	  of	  the	  key-‐value	  store.	  
	  
Features.	  

-‐ [F2.81]	  FUSE-‐based	  file	  system	  interface	  (federation)	  
	  

4.9 Encrypted	  collections	  of	  private	  data	  

Motivation.	  WP3	  implements	  queries	  operate	  on	  a	  subset	  of	  public	  data,	  as	  well	  as	  on	  previously	  
generated	  private	  data.	  Typically,	  a	  query	  makes	  use	  of	  one	  or	  more	  criteria	  to	  execute	  a	  computa-‐
tion.	  For	  instance,	  it	  may	  select	  all	  the	  data	  items	  for	  which	  an	  attribute	  has	  a	  particular	  value.	  Going	  
through	  the	  entire	  data	  set	  on	  all	  micro-‐clouds	  for	  locating	  the	  data	  items	  that	  correspond	  to	  the	  cri-‐
teria	  is	  impractical.	  Moreover,	  a	  purely	  Map/Reduce-‐type	  approach	  [MR]	  would	  have	  a	  high	  cost	  
compared	  to	  the	  amount	  of	  data	  that	  is	  actually	  used.	  A	  sounder	  approach	  is	  to	  pre-‐populate,	  during	  
the	  extraction	  of	  data,	  or	  when	  data	  is	  generated	  from	  other	  queries,	  a	  specific	  collection	  that	  con-‐
tains	  the	  data	  items	  of	  (potential)	  interest	  to	  the	  query.	  This	  collection	  can	  be	  a	  map	  indexing	  the	  
items	  according	  to	  a	  query-‐specific	  attribute,	  a	  set	  of	  attributes	  to	  compute	  statistics	  on	  top	  of	  them,	  
or	  a	  simple	  array	  structure.	  Such	  collections	  of	  private	  data	  represent	  a	  threat	  to	  query	  privacy.	  For	  
instance,	  they	  may	  list	  the	  data	  items	  that	  correspond	  to	  the	  query	  output,	  and	  accessing	  this	  infor-‐
mation	  in	  clear,	  or	  computing	  the	  similarities	  between	  them,	  may	  allow	  an	  attacker	  to	  determine	  the	  
whole	  query,	  or	  the	  criteria	  that	  were	  used	  in	  the	  first	  place.2	  As	  a	  consequence,	  only	  the	  initiator	  of	  
the	  query	  must	  be	  able	  to	  access	  the	  information	  contained	  in	  these	  collections.	  
	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2 Notice here that this is distinct to the fact that data are themselves encrypted – a concern orthogonal 
to the storage layer.  
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Functional	  Description.	  The	  LEADS	  data	  storage	  layer	  would	  support	  the	  generation	  and	  mainte-‐
nance	  of	  encrypted	  collections	  and	  allow	  navigating	  through	  the	  items	  listed	  in	  these	  indexes.	  These	  
collections	  shall	  be	  provided	  in	  cooperation	  with	  WP3	  encrypted	  querying	  mechanisms.	  	  
	  
Features.	  

-‐ [F2.91]	  Encrypted	  collections	  of	  private	  data	  (federation)	  
	  

4.10 Management	  

Motivation.	  Managing	  a	  large-‐scale	  distributed	  system	  such	  as	  a	  federation	  of	  micro-‐clouds	  is	  diffi-‐
cult.	  To	  facilitate	  this	  task,	  the	  LEADS	  storage	  layer	  should	  implement	  a	  decentralized	  management	  
service	  that	  can	  be	  easily	  accessed	  from	  any	  entry	  point	  of	  the	  system.	  In	  particular,	  this	  service	  
should	  expose	  an	  interface	  to	  monitor	  the	  system,	  configure	  its	  components	  and	  adapt	  its	  parame-‐
ters	  such	  as	  the	  replication	  degree	  or	  the	  caching	  and	  elasticity	  policies.	  
	  
Functional	  Description.	  The	  LEADS	  storage	  layer	  implements	  a	  distributed	  component	  that	  monitors	  
and	  configures	  on	  the	  fly	  all	  the	  aspects	  of	  the	  system.	  In	  particular,	  such	  a	  component	  can	  drive	  
scripts	  to	  deploy	  the	  storage	  layer	  inside	  and	  between	  micro-‐clouds	  instances.	  Inside	  a	  micro-‐cloud,	  
an	  instance	  of	  the	  storage	  layer	  is	  encapsulated	  inside	  a	  VM	  image	  and	  is	  supported	  by	  the	  underly-‐
ing	  IaaS	  (infrastructure-‐as-‐a-‐service).	  	  
	  
Features.	  

-‐ [F2.101]	  Support	  for	  deployment	  and	  configuration	  (one	  micro-‐cloud)	  
-‐ [F2.102]	  Support	  for	  deployment	  and	  configuration	  (federation)	  
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5. State	  of	  the	  implementation	  
This	  section	  depicts	  the	  current	  state	  of	  the	  LEADS	  storage	  layer	  at	  M12.	  Following	  the	  DoW,	  we	  ap-‐
ply	  an	  iterative	  development	  of	  the	  functionalities.	  We	  start	  from	  a	  functional	  storage	  on	  a	  single	  
micro-‐cloud	  having	  a	  modular	  design	  and	  we	  will	  incrementally	  add	  micro-‐cloud	  federation	  capabili-‐
ties	  on	  top	  of	  this	  initial	  prototype.	  
	  
Table	  2	  –	  Implemented	  and	  in-‐progress	  features	  in	  the	  initial	  prototypelists	  the	  implemented	  
features	  (in	  dark	  grey)	  and	  the	  features	  whose	  implementation	  is	  in-‐progress	  (in	  light	  grey).	  Imple-‐
mented	  feature	  with	  a	  star	  (*)	  were	  existing	  prior	  to	  the	  beginning	  of	  the	  LEADS	  project.	  In	  what	  fol-‐
lows,	  we	  first	  give	  an	  overview	  of	  the	  storage	  layer.	  Then,	  we	  detail	  each	  implemented	  feature	  and	  
each	  in-‐progress	  feature.	  When	  appropriate,	  we	  discuss	  research	  opportunities	  that	  may	  be	  investi-‐
gated	  in	  order	  to	  fulfil	  the	  implementation	  of	  the	  LEADS	  storage	  layer.	  
	  	  

Features	   one	  micro-‐cloud	   federation	  
Key/value	  store	  API	   F2.11*	   F2.12	  
Listener	  API	  	   F2.13*	   F2.14	  
Fault-‐tolerance	  mechanisms	   F2.21*	   F2.22	  
Elasticity	   F2.23*	   F2.24	  
Consistent	  hashing	  based	  data	  placement	   F2.31*	   	  	  
Explicit	  and	  constrained	  data	  placement	   	  	   F2.32	  
Data	  location	  retrieval	   	  	   F2.33	  
Total	  order	  based	  replication	   F2.41*	   	  	  
Primary-‐replica	  based	  replication	   	  	   F2.42	  
Eventual	  consistency	  based	  replication	   F2.43	   F2.44	  
Heat	  maps	  support	   	  	   F2.51	  
Automatic	  caching	  of	  public	  data	   	  	   F2.52	  
Versioning	   F2.61	   F2.62	  
Redirection	  support	   	  	   F2.63	  
Factory	  of	  atomic	  objects	   F2.71	   F2.72	  	  
FUSE-‐based	  file	  system	  interface	   	  	   F2.81	  
Encrypted	  collections	  of	  private	  data	   	  	   F2.91	  
Support	  for	  deployment	  and	  configuration	   F2.101	   F2.102	  

Table	  2	  –	  Implemented	  and	  in-‐progress	  features	  in	  the	  initial	  prototype	  

	  

5.1 Overview	  

At	  the	  scale	  of	  a	  micro-‐cloud,	  the	  LEADS	  storage	  layer	  consists	  in	  Infinispan,	  an	  open	  source	  key-‐value	  
store	  [Ispn,	  Ispn-‐doc].	  At	  the	  federation	  level,	  it	  consists	  in	  Infinispan-‐ensemble,	  an	  aggregation	  of	  
geographically-‐distributed	  Infinispan	  instances.	  RedHat	  is	  the	  main	  developer	  of	  Infinispan.	  The	  other	  
LEADS	  partners	  (BM,	  TSI,	  TUD	  and	  UniNE)	  contribute	  to	  Infinispan	  in	  collaboration	  with	  Red	  Hat	  by	  
implementing	  specific	  features	  of	  the	  storage	  layer.	  The	  core	  of	  Infinispan	  is	  a	  specialised	  shared	  data	  
structure,	  tuned	  to	  and	  geared	  for	  a	  great	  degree	  of	  concurrency	  —	  especially	  on	  multi-‐CPU	  and	  mul-‐
ti-‐core	  architectures.	  Most	  of	  the	  internals	  of	  Infinispan	  are	  essentially	  lock-‐	  and	  synchronization-‐
free,	  favouring	  state-‐of-‐the-‐art	  non-‐blocking	  algorithms	  and	  techniques	  wherever	  possible.	  
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5.2 Implemented	  Features	  

Below,	  we	  detail	  the	  implemented	  features	  and	  the	  in-‐progress	  features	  of	  the	  LEADS	  storage	  layer	  
both	  at	  the	  level	  of	  a	  micro-‐cloud	  (Infinispan)	  and	  at	  the	  level	  of	  the	  federation	  of	  micro-‐clouds	  (Infin-‐
ispan-‐ensemble).	  
	  

F2.11*	  Key-‐value	  Store	  API	  (one	  micro-‐cloud)	  

The	  key-‐value	  store	  API	  of	  Infinispan	  is	  a	  cache	  interface	  that	  extends	  java.util.Map	  [Ispn-‐API].	  	  This	  
data	  structure	  is	  highly	  concurrent,	  designed	  ground-‐up	  to	  take	  advantage	  of	  the	  characteristics	  of	  
modern	  architectures	  while	  at	  the	  same	  time	  providing	  distributed	  sharing	  capabilities.	  A	  cache	  ob-‐
ject	  is	  backed	  by	  a	  peer-‐to-‐peer	  network	  architecture	  to	  distribute	  the	  state	  efficiently	  in	  a	  data	  cen-‐
tre.	  In	  addition	  to	  the	  peer-‐to-‐peer	  architecture	  of	  Infinispan,	  a	  client/server	  mode	  is	  also	  supported	  
via	  the	  HotRod	  protocol	  [HotRod].	  HotRod	  provides	  the	  ability	  to	  run	  farms	  of	  Infinispan	  instances	  as	  
servers	  and	  connect	  to	  them	  using	  a	  plethora	  of	  clients	  —	  both	  written	  in	  Java	  as	  well	  as	  other	  popu-‐
lar	  open	  source	  and	  proprietary	  platforms.	  
	  

F2.13*	  Listener	  API	  (one	  micro-‐cloud)	  

Streams	  are	  a	  common	  distributed	  programming	  pattern.	  For	  instance,	  one	  of	  the	  usages	  envisioned	  
in	  LEADS	  consists	  in	  a	  set	  of	  workers	  aggregating	  the	  output	  of	  a	  distributed	  crawling	  engine	  [D1.2]	  to	  
compute	  the	  PageRank	  score	  of	  webpages	  of	  interest	  [D3.2].	  To	  support	  stream-‐oriented	  architec-‐
tures	  and	  in	  particular	  LEADS	  requirements,	  Infinispan	  employs	  a	  listener	  API:	  once	  a	  client	  is	  regis-‐
tered	  on	  a	  cache,	  it	  gets	  notified	  of	  every	  operations	  occurring	  on	  the	  data	  stored	  in	  the	  cache.	  Lis-‐
teners	  allow	  implementing	  communication	  between	  LEADS	  components	  as	  well	  as	  supporting	  the	  
instantaneous/persistent	  query	  model	  described	  in	  our	  use	  cases.	  
	  

F2.22*	  Fault-‐tolerance	  mechanisms	  (one	  micro-‐cloud)	  

Infinispan	  offers	  high	  availability	  via	  making	  replicas	  of	  state	  across	  a	  network	  as	  well	  as	  optionally	  
persisting	  state	  to	  configurable	  cache	  stores.	  In	  more	  details,	  Infinispan	  is	  built	  upon	  the	  JGoups	  
communication	  layer	  [JGroups].	  This	  layer	  allows	  a	  set	  of	  servers	  to	  construct	  a	  reliable	  membership	  
service,	  by	  employing	  failure	  detection,	  appropriate	  group	  communication	  primitives	  and	  discovery	  
services.	  
	  

F2.23*	  Elasticity	  (one	  micro-‐cloud)	  

&	  F2.31*	  Consistent	  hashing-‐based	  data	  placement	  (one	  micro-‐cloud)	  

Data	  placement	  and	  retrieval	  in	  Infinispan	  employs	  consistent	  hashing	  [ConsHash].	  The	  hash	  function	  
it	  employs	  is	  the	  MurmurHash	  algorithm,	  a	  non-‐cryptographic	  hash	  function	  suitable	  for	  general	  
hash-‐based	  lookup	  [Murmur].	  Consistent	  hashing	  is	  a	  familiar	  technique	  in	  distributed	  data	  storage	  
systems	  that	  provides	  both	  elasticity	  (the	  ability	  to	  add	  and	  remove	  nodes)	  at	  low-‐cost,	  and	  load	  bal-‐
ancing.	  Infinispan	  also	  support	  round-‐robin	  data	  placement.	  	  
	  

F2.41*	  Total	  order-‐based	  replication(one	  micro-‐cloud)	  

Consistency	  guarantees	  on	  the	  put/get	  operations	  in	  Infinispan	  are	  modular.	  This	  interesting	  proper-‐
ty	  comes	  from	  the	  fact	  that	  all	  the	  communications	  between	  servers	  are	  based	  on	  the	  JGroups	  li-‐
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brary.	  In	  particular,	  when	  a	  cache	  is	  set	  at	  the	  transactional	  level,	  operations	  are	  atomic.3	  	  Below,	  we	  
explain	  how	  we	  used	  this	  feature	  to	  implement	  a	  factory	  of	  atomic	  objects.	  
	  

F2.71	  Factory	  of	  atomic	  objects	  (one	  micro-‐cloud)	  

The	  factory	  of	  atomic	  objects	  allows	  a	  client	  application	  to	  build	  an	  atomic	  object	  of	  its	  choice	  on	  top	  
of	  Infinispan.	  This	  object	  is	  be	  persistent	  and	  elastic	  (both	  vertically,	  by	  increasing	  the	  number	  of	  lo-‐
cal	  threads,	  and	  horizontally,	  by	  increasing	  the	  number	  of	  distributed	  clients	  accessing	  it).	  	  
	  
We	  built	  the	  factory	  on	  top	  of	  the	  total-‐order	  facility	  of	  Infinispan.	  Our	  approach	  is	  a	  variation	  of	  the	  
well-‐known	  state	  machine	  replication	  technique	  [SMR]	  already	  at	  work	  in	  multiple	  distributed	  sys-‐
tems.	  In	  more	  details,	  when	  the	  object	  is	  created,	  we	  store	  both	  a	  local	  copy	  and	  a	  proxy	  registered	  
as	  a	  cache	  listener.	  We	  serialize	  every	  call	  in	  a	  transaction	  consisting	  of	  a	  single	  put	  operation.	  When	  
the	  call	  is	  de-‐serialized	  it	  is	  applied	  to	  the	  local	  copy	  and,	  in	  case	  the	  calling	  process	  was	  local,	  the	  
return	  value	  is	  returned	  (this	  mechanism	  is	  implemented	  via	  a	  Future	  object).	  	  
	  

F2.101	  Support	  for	  deployment	  and	  configuration	  (one	  micro-‐cloud)	  

When	  one	  starts	  thinking	  about	  running	  a	  distributed	  storage	  system	  on	  several	  dozens	  of	  servers,	  as	  
in	  our	  typical	  micro-‐cloud	  architecture,	  management	  is	  not	  an	  extra	  but	  a	  necessity.	  Infinispan	  pro-‐
vides	  rich	  tooling	  in	  this	  area,	  with	  many	  integration	  opportunities.	  For	  instance,	  it	  is	  integrated	  with	  
JBossAS	  [Jboss],	  an	  application	  server	  that	  implements	  the	  Java	  Platform	  Enterprise	  Edition	  (java	  JEE).	  
	  
We	  have	  also	  built	  for	  testing	  purposes	  a	  standalone	  distribution	  of	  Infinispan	  that	  runs	  on	  top	  of	  the	  
(IaaS)	  OpenNebula	  cloud	  environment	  [OpenNebula,	  Leads-‐dep].	  Our	  set	  of	  scripts,	  disk	  images	  and	  
OpenNebula	  template	  are	  available	  on-‐line,	  and	  are	  already	  used	  by	  consortium	  partners	  for	  integra-‐
tion	  purposes.	  This	  standalone	  version	  runs	  a	  tailored	  Gentoo	  Linux	  distribution.	  The	  core	  of	  the	  dis-‐
tribution	  is	  very	  modular.	  In	  addition	  to	  Infinispan,	  it	  can	  deploy	  multiple	  LEADS	  services	  such	  as	  our	  
distributed	  crawler	  prototype,	  or	  the	  Zookeeper	  synchronization	  service.	  A	  LEADS	  service	  is	  defined	  
by	  an	  OpenNebula	  template	  that	  consists	  of	  two	  disk	  images.	  The	  first	  image	  contains	  the	  core	  of	  the	  
Linux	  system;	  the	  second	  disk	  image	  contains	  the	  LEADS	  service.	  To	  deploy	  a	  service	  on	  an	  
OpenNebula	  platform,	  the	  user	  needs	  to	  perform	  only	  very	  few	  manual	  steps.	  For	  instance,	  to	  run	  
Infinispan,	  the	  user	  instantiates	  the	  appropriate	  template	  on	  the	  desired	  nodes.	  Once	  all	  nodes	  are	  
started,	  Infinispan	  is	  up	  and	  running	  and	  a	  HotRod	  client	  can	  access	  it.	  The	  discovery	  of	  the	  running	  
nodes	  executing	  Infinispan	  is	  supported	  by	  an	  IP	  broadcast	  facility	  of	  the	  JGroups	  library.	  
	  

5.3 Features	  in-‐progress	  and	  research	  opportunities	  

In	  what	  follows,	  we	  describe	  the	  Infinispan	  features	  that	  are	  currently	  in-‐progress,	  as	  well	  as	  several	  
research	  challenges	  associated	  to	  them.	  
	  

F2.12	  Key/Value	  Store	  API	  (federation)	  

&	  F2.14	  Listener	  API	  (federation)	  

We	  are	  currently	  implementing	  a	  component	  of	  Infinispan	  that	  encapsulates	  the	  logic	  of	  the	  LEADS	  
storage	  layer	  and	  that	  is	  suitable	  at	  the	  micro-‐clouds	  federation	  level.	  In	  more	  details,	  this	  compo-‐

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  In	  the	  context	  of	  LEADS,	  we	  will	  not	  use	  the	  transactional	  features	  of	  Infinispan	  as	  this	  is	  not	  a	  re-‐
quirement	  of	  the	  project.	  
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nent,	  named	  Infinispan-‐ensemble,	  exposes	  the	  same	  interface	  as	  Infinispan,	  i.e.,	  a	  cache	  object.	  Infin-‐
ispan-‐ensemble	  is	  based	  on	  the	  principle	  of	  aggregating	  remote	  cache	  objects,	  which	  are	  distant	  
cache	  objects	  transparently	  accessed	  via	  the	  HotRod	  client-‐server	  protocol.	  Metadata	  regarding	  In-‐
finispan-‐ensemble	  are	  stored	  into	  an	  instance	  of	  the	  Zookeeper	  coordination	  service	  [Zk].	  The	  
Zookeeper	  instance	  spans	  multiple	  micro-‐clouds	  for	  both	  reliability	  and	  read	  performance.	  The	  
metadata	  stored	  in	  Zookeeper	  contains	  the	  membership	  information	  of	  the	  Infinispan-‐ensemble,	  as	  
well	  as	  the	  information	  related	  to	  data	  placement	  (detailed	  in	  features	  F2.32	  and	  F2.33).	  
	  
In	  Infinispan-‐ensemble,	  each	  Infinispan	  instance	  runs	  on	  a	  micro-‐cloud	  independently	  of	  the	  others,	  
thus	  offering,	  from	  the	  federation	  point	  of	  view,	  the	  abstraction	  of	  a	  single	  entity.	  Such	  architecture	  
ensures	  a	  separation	  of	  concerns	  between	  the	  micro-‐clouds	  and	  the	  federation	  itself,	  allowing	  dis-‐
tinct	  appropriate	  mechanisms	  to	  operate	  at	  each	  level.	  
	  
The	  cache	  operations	  of	  Infinispan-‐ensemble	  are	  implemented	  in	  a	  non-‐intrusive	  manner	  on	  top	  of	  
the	  remote	  cache	  objects.	  For	  instance,	  if	  a	  client	  executes	  a	  get	  operation,	  Infinispan-‐ensemble	  ei-‐
ther	  contacts	  Zookeeper,	  or	  uses	  a	  local	  version	  of	  the	  data	  placement	  information	  to	  redirect	  the	  
call	  to	  one	  of	  the	  micro-‐clouds	  replicating	  the	  appropriate	  data.	  The	  listener	  API	  in	  Infinispan-‐
ensemble	  follows	  the	  same	  semantics	  as	  in	  Infinispan.	  It	  relies	  on	  an	  on-‐going	  evolution	  of	  the	  
HotRod	  protocol	  that	  allows	  a	  client	  to	  register	  as	  a	  listener	  on	  a	  remote	  cache	  object.	  	  
	  
Research	  opportunity.	  The	  non-‐intrusive	  architecture	  of	  Infinispan-‐ensemble	  raises	  several	  questions	  
of	  interest	  in	  regard	  to	  data	  consistency	  and	  replication.	  More	  precisely,	  the	  planned	  features	  F2.42	  
and	  F2.44	  provide	  respectively	  an	  atomic	  and	  an	  eventually	  consistent	  put/get	  interface	  to	  the	  client.	  
A	  naive	  approach	  for	  implementing	  this	  interface	  can	  consist	  in	  delegating	  the	  writes	  to	  all	  the	  micro-‐
clouds	  replicating	  the	  key	  to	  the	  client	  that	  executes	  the	  put	  operation.	  However,	  it	  might	  not	  be	  
practical	  since	  a	  client	  can	  fail	  in	  the	  middle	  of	  such	  an	  operation.	  A	  more	  formal	  treatment	  of	  this	  
question	  consists	  in	  solving	  the	  problem	  of	  constructing	  shared	  registers	  on	  top	  of	  abortable	  shared	  
registers	  that	  model	  the	  key-‐value	  store	  interface	  at	  the	  level	  of	  a	  micro-‐cloud.	  
	  

F2.22	  Fault-‐tolerance	  mechanisms	  (federation)	  

&F2.23	  Elasticity	  (federation)	  

The	  Infinispan-‐ensemble	  component	  is	  a	  deterministic	  automaton	  whose	  state	  consists	  solely	  of	  the	  
information	  stored	  into	  the	  information	  of	  Zookeeper	  spanning	  the	  micro-‐clouds	  federation.	  This	  au-‐
tomaton	  allows	  the	  addition	  and	  removal	  of	  micro-‐clouds	  through	  appropriate	  operations,	  and	  keeps	  
track	  of	  the	  association	  between	  micro-‐clouds	  and	  the	  data	  stored	  at	  the	  scale	  of	  the	  micro-‐clouds	  
federation	  (described	  shortly	  in	  feature	  F2.32).	  
	  
Infinispan-‐ensemble	  is	  de	  facto	  a	  dependable	  component.	  Nevertheless	  it	  needs	  to	  track	  the	  failure	  
of	  a	  micro-‐cloud,	  in	  order	  to	  avoid	  an	  interruption	  of	  the	  provided	  service.	  To	  that	  end,	  we	  plan	  using	  
in	  Infinispan-‐ensemble	  a	  failure	  detection	  mechanism	  provided	  by	  the	  JGroups	  library.	  It	  should	  be	  
noted	  here	  that	  since	  the	  process	  of	  recovering	  from	  a	  micro-‐cloud	  failure	  is	  expensive,	  we	  should	  
pay	  the	  cost	  of	  a	  recovery	  only	  when	  necessary.	  This	  implies	  that	  we	  shall	  use	  accurate	  failure	  detec-‐
tors	  at	  the	  federation	  level.	  
	  
At	  the	  level	  of	  the	  federation	  of	  micro-‐clouds,	  the	  addition	  and	  deletion	  of	  a	  micro-‐cloud	  is	  an	  infre-‐
quent	  event,	  still	  it	  must	  be	  supported	  without	  service	  interruption.	  To	  support	  the	  elasticity	  of	  the	  
micro-‐cloud	  federation,	  Infinispan-‐ensemble	  exposes	  meta-‐information	  in	  its	  interface	  such	  as	  the	  
load	  of	  each	  micro-‐cloud	  and	  the	  number	  of	  available	  servers	  at	  each	  distinct	  geographical	  location.	  
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We	  can	  afford	  that	  the	  balancing	  of	  the	  load	  to	  the	  new	  micro-‐cloud	  is	  progressive	  and	  takes	  some	  
time:	  unlike	  a	  distributed	  hash	  table	  mechanism	  where	  the	  addition	  of	  a	  new	  node	  implies	  immedi-‐
ately	  splitting	  the	  load	  of	  the	  surrounding	  nodes,	  we	  can	  accept	  that	  the	  data	  placement	  and	  query	  
placement	  mechanisms	  from	  WP4	  gradually	  fills	  the	  new	  micro-‐cloud	  with	  requests	  and	  data.	  For	  
instance,	  an	  under	  loaded	  micro-‐cloud	  might	  be	  used	  preferentially	  to	  support	  replicas	  of	  new	  data	  
items,	  or	  replicas	  of	  data	  items	  that	  are	  likely	  to	  be	  accessed	  conjunctly.	  	  
	  
Similarly	  to	  the	  addition	  of	  a	  micro-‐cloud,	  the	  removal	  of	  a	  micro-‐cloud	  requires	  handing	  over	  the	  
responsibility	  of	  the	  data	  it	  replicates	  to	  other	  micro-‐clouds	  to	  maintain	  the	  desired	  replication	  factor.	  
It	  also	  requires	  re-‐launching	  the	  distributed	  computations	  that	  were	  running	  on	  the	  micro-‐cloud	  but	  
that	  did	  not	  committed	  on	  other	  micro-‐clouds.	  Notice	  here	  that	  this	  latter	  mechanism	  is	  under	  the	  
responsibility	  of	  WP4.	  
	  
Research	  opportunity.	  To	  the	  best	  of	  our	  knowledge,	  there	  are	  few	  solutions	  regarding	  the	  problem	  
of	  failures	  detection	  between	  disjoint	  groups	  of	  nodes	  as	  it	  appears	  in	  the	  context	  of	  the	  micro-‐
clouds	  federation.	  Related	  to	  failure	  detection	  is	  the	  problem	  of	  handling	  the	  elasticity	  of	  the	  federa-‐
tion	  of	  micro-‐clouds.	  Indeed,	  as	  noted	  previously,	  responding	  to	  a	  micro-‐cloud	  failure	  incurs	  lots	  of	  
processing	  to	  reach	  the	  nominal	  state	  of	  execution	  for	  the	  micro-‐cloud	  federation.	  Trade-‐offs	  be-‐
tween	  the	  response	  time	  to	  such	  an	  event	  and	  the	  cost	  of	  the	  recovery	  process	  can	  be	  a	  challenging	  
direction	  to	  investigate.	  
	  

F2.32	  Explicit	  and	  constrained	  data	  placement	  (federation)	  

&	  F2.33	  Data	  location	  and	  retrieval	  (federation)	  

As	  pointed	  out	  in	  Section	  4.3,	  most	  existing	  data	  storage	  systems	  use	  implicit	  indexing	  based	  on	  
hashing	  mechanisms.	  For	  instance,	  we	  described	  such	  a	  mechanism	  for	  Infinispan	  in	  Section	  5.2.	  
With	  implicit	  indexing,	  the	  keys	  of	  data	  items	  are	  hashed	  to	  a	  different	  key	  space.	  This	  indexing	  
mechanism	  yields	  to	  a	  good	  repartition	  between	  storage	  nodes,	  but	  it	  loses	  the	  ordering	  and	  thus	  the	  
locality	  of	  the	  original	  key	  space.	  
	  
An	  implicit	  data	  placement	  enforces	  the	  placement	  on	  some	  nodes,	  and	  does	  not	  allow	  dynamically	  
changing	  their	  locations.	  Consequently,	  such	  a	  mechanism	  is	  inadequate	  for	  the	  micro-‐clouds	  federa-‐
tion	  architecture	  targeted	  in	  LEADS.	  The	  LEADS	  storage	  layer	  must	  be	  aware	  of	  the	  two-‐level	  hierar-‐
chical	  nature	  of	  the	  platform,	  and	  it	  should	  take	  into	  account	  the	  difference	  in	  performance	  between	  
the	  lower	  and	  the	  higher	  layer,	  both	  in	  terms	  of	  bandwidth	  and	  message	  delay.	  Queries	  implemented	  
in	  WP3	  must	  access	  data	  items	  that,	  to	  the	  highest	  extend,	  should	  be	  present	  on	  the	  micro-‐cloud	  ex-‐
ecuting	  the	  query.	  We	  call	  this	  requirement	  data-‐to-‐query	  affinity.	  Moreover,	  data	  items	  likely	  to	  be	  
processed	  together	  have	  to	  be	  close	  geographically;	  a	  requirement	  named	  data-‐to-‐data	  affinity.	  The	  
services	  developed	  in	  WP4	  leverage	  both	  data-‐to-‐data	  affinity	  and	  data-‐to-‐query	  affinity	  to	  improve	  
the	  performance	  of	  the	  LEADS	  architecture.	  To	  support	  these	  services,	  Infinispan-‐ensemble,	  the	  im-‐
plementation	  of	  the	  LEADS	  storage	  layer	  at	  the	  federation	  level	  makes	  use	  of	  an	  explicit	  data	  place-‐
ment	  and	  retrieval	  strategy.	  We	  illustrate	  this	  mechanism	  in	  Figure	  2.	  
	  
We	  can	  observe	  in	  Figure	  2	  that	  the	  explicit	  index	  consists	  of	  a	  mapping	  from	  key	  spaces	  to	  the	  corre-‐
sponding	  implementation	  in	  a	  micro-‐cloud	  (or	  micro-‐clouds,	  in	  case	  of	  a	  replication	  factor	  greater	  
than	  one,	  as	  will	  be	  the	  general	  case	  to	  ensure	  data	  availability	  in	  the	  presence	  of	  faults	  at	  the	  feder-‐
ation	  level).	  A	  micro-‐cloud	  stores	  a	  key	  space	  as	  an	  Infinispan	  cache	  object.	  The	  characteristics	  of	  the	  
key	  space	  at	  the	  federation	  level	  such	  as	  the	  replication	  degree	  and	  the	  consistency	  model	  must	  be	  
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satisfied.	  However	  there	  is	  no	  need	  that	  all	  the	  cache	  objects	  implement	  exactly	  the	  same	  policy,	  as	  
long	  as	  the	  characteristics	  of	  the	  key	  space	  are	  respected.	  For	  instance,	  if	  a	  key	  space	  requires	  strong	  
consistency,	  it	  can	  be	  implemented	  with	  an	  atomic	  primary	  cache	  object,	  and	  eventually	  consistent	  
secondary	  copies.	  
	  
We	  note	  here	  that	  mapping	  a	  key	  space	  to	  a	  micro-‐cloud	  and	  not	  each	  key	  to	  a	  micro-‐cloud	  is	  man-‐
datory.	  Indeed,	  the	  amount	  of	  data	  items	  stored	  in	  the	  LEADS	  storage	  layer	  is	  expected	  to	  be	  in	  the	  
order	  of	  billions.	  It	  is	  thus	  impractical	  to	  store	  the	  explicit	  correspondence	  between	  individual	  data	  
items	  and	  the	  micro-‐clouds	  storing	  them.	  
	  
A	  requirement	  for	  the	  performance	  of	  accesses	  between	  micro-‐clouds	  is	  that	  the	  resolution	  of	  a	  
name	  is	  performed	  (with	  high	  probability)	  in	  a	  single	  hop.	  This	  means	  that,	  in	  a	  given	  micro-‐cloud,	  a	  
request	  for	  a	  data	  item	  whose	  name	  does	  not	  fall	  into	  one	  of	  the	  key	  space	  replicated	  at	  the	  micro-‐
cloud,	  leads	  to	  a	  request	  sent	  towards	  the	  appropriate	  micro-‐cloud.	  To	  implement	  this	  functionality,	  
Infinispan-‐ensemble	  needs	  to	  maintain	  in	  a	  strictly	  consistent	  manner	  the	  associations	  between	  the	  
key	  spaces	  and	  micro-‐clouds.	  For	  instance,	  in	  Figure	  2,	  the	  system	  must	  maintain	  the	  association	  be-‐
tween	  the	  pink	  key	  space	  (key	  space	  3)	  and	  the	  three	  micro-‐clouds	  replicating	  it.	  To	  achieve	  this,	  In-‐
finispan-‐ensemble	  stores	  the	  explicit	  index	  inside	  the	  Zookeeper	  instance	  spanning	  the	  micro-‐clouds	  
federation.	  Nevertheless,	  to	  improve	  performance	  of	  the	  location	  and	  retrieval	  mechanisms,	  each	  
micro-‐cloud	  also	  maintains	  locally	  a	  loosely	  consistent	  copy	  of	  the	  index.	  	  
	  
	  

	  

Figure	  2:	  Illustration	  of	  the	  data	  placement	  based	  on	  an	  explicit	  shared	  index.	  

	  
Research	  opportunity.	  Zookeeper	  is	  extensively	  used	  in	  data	  enters	  to	  implement	  various	  data	  stor-‐
age	  systems.	  A	  typical	  use	  case	  of	  this	  coordination	  service	  is	  to	  maintain	  the	  metadata	  of	  a	  storage	  
system.	  For	  instance,	  HBase	  uses	  the	  content	  of	  /HBase	  to	  store	  the	  location	  of	  the	  server	  hosting	  
the	  root	  of	  all	  tables.	  In	  the	  context	  of	  LEADS,	  we	  aim	  at	  deploying	  a	  large-‐scale	  data	  store,	  and	  main-‐
tain	  the	  consistency	  of	  its	  metadata	  in	  Zookeeper.	  To	  the	  best	  of	  our	  knowledge,	  Zookeeper	  is	  sel-‐
dom	  employed	  in	  such	  a	  context.	  The	  two	  key	  reasons	  are	  (i)	  that	  the	  service	  cannot	  leverage	  data	  
locality	  since,	  at	  core,	  all	  the	  servers	  replicate	  the	  whole	  Zookeeper	  tree,	  and	  (ii)	  the	  communication	  
pattern	  of	  Zookeeper	  is	  biased	  toward	  the	  leader	  that	  orders	  the	  operations.	  An	  interesting	  avenue	  
of	  research	  is	  to	  investigate	  how	  to	  improve	  the	  performance	  of	  Zookeeper	  at	  large-‐scale.	  This	  re-‐
quires	  to	  (i)	  leverage	  the	  fact	  that	  data	  accesses	  are	  disjoint	  with	  high	  probability	  in	  order	  to	  imple-‐
ment	  efficiently	  the	  shared	  tree	  in	  Zookeeper,	  as	  well	  as	  (ii)	  investigate	  the	  trade-‐off	  between	  band-‐
width	  usage	  and	  message	  delay	  to	  cope	  with	  the	  long	  distant	  links	  between	  micro-‐clouds.	  
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F2.72	  Factory	  of	  atomic	  objects	  (federation)	  

Compare-‐and-‐swap4	  is	  an	  important	  building	  block	  to	  implement	  non-‐blocking	  data	  structures	  and	  
operations.	  In	  particular,	  it	  is	  well	  known	  that	  any	  atomic	  object	  can	  be	  implemented	  on	  top	  of	  a	  
compare-‐and-‐swap	  primitive	  [WaitFree].	  	  However,	  in	  the	  message-‐passing	  world,	  this	  abstraction	  is	  
not	  part	  of	  the	  standard	  high-‐level	  API.	  More	  typically,	  message-‐passing	  systems	  feature	  a	  synchroni-‐
zation	  service	  that	  replaces	  it	  (e.g.,	  Zookeeper	  or	  Google	  Chubby	  [Chubby]).	  	  Such	  a	  service	  is	  imple-‐
mented	  using	  the	  state	  machine	  replication	  approach	  [SMR],	  and	  relies	  either	  on	  a	  centralized	  se-‐
quencer,	  or	  the	  Paxos	  consensus	  algorithm	  [Paxos].	  
	  
Synchronization	  services	  are	  not	  efficient	  at	  large-‐scale.	  We	  underlined	  previously	  that	  this	  ineffi-‐
ciency	  comes	  from	  the	  fact	  that	  all	  the	  modifications	  go	  through	  a	  leader	  node	  that	  orchestrates	  the	  
service.	  To	  cope	  with	  this	  problem,	  we	  have	  investigated	  recently	  the	  implementation	  of	  a	  compare-‐
and-‐swap	  primitive	  on	  top	  of	  the	  Cassandra	  distributed	  key-‐value	  store	  [SRF13].	  Our	  key	  idea	  is	  to	  
leverage	  that	  concurrent	  processes	  access	  distinct	  objects	  with	  high	  probability.	  In	  such	  a	  situation,	  
we	  show	  that	  it	  is	  possible	  to	  implement	  a	  compare-‐and-‐swap	  primitive	  in	  a	  fully	  asynchronous	  and	  
distributed	  manner,	  while	  providing	  atomicity	  and	  strong	  progress	  guarantees.	  
	  
Figure	  3	  and	  Figure	  4	  report	  preliminary	  results	  when	  we	  compare	  our	  approach	  to	  Zookeeper.	  These	  
results	  were	  obtained	  in	  a	  cluster	  of	  virtualized	  Xeon	  2.5	  GHz	  machines	  running	  Ubuntu	  12.04	  
GNU/Linux	  and	  connected	  by	  a	  1Gbps	  switched	  network.	  In	  all	  experiments,	  a	  set	  of	  clients	  compete	  
on	  a	  shared	  object,	  simulating	  a	  concurrent	  workload.	  Our	  implementation	  is	  in	  Python,	  and	  uses	  the	  
standard	  interfaces	  of	  Zookeeper	  and	  Cassandra.	  
	  
In	  Figure	  3,	  we	  evaluate	  the	  time	  to	  ac-‐
cess	  a	  critical	  section	  when	  multiple	  cli-‐
ents	  compete	  for	  it.	  This	  bottom	  curve	  
shows	  the	  performance	  results	  of	  
Zookeeper	  when	  the	  critical	  section	  is	  
implemented	  via	  the	  creation	  of	  a	  znode.	  
The	  top	  curve	  depicts	  the	  performance	  of	  
a	  spinlock	  object	  implemented	  on	  top	  of	  
our	  distributed	  compare-‐and-‐swap	  primi-‐
tive,	  and	  guarded	  by	  an	  exponential	  back	  
off	  mechanism.	  In	  Figure	  3,	  the	  inter-‐
arrival	  time	  to	  the	  critical	  section	  follows	  
a	  Poisson	  distribution.	  This	  experiment	  
shows	  that	  when	  little	  contention	  occurs,	  
the	  performance	  of	  our	  key-‐value	  store	  
based	  implementation	  and	  Zookeeper	  are	  
close.	  Nevertheless	  when	  the	  number	  of	  clients	  accessing	  concurrently	  the	  critical	  section	  increases,	  
Zookeeper	  can	  be	  up	  to	  three	  times	  faster.	  This	  substantial	  performance	  difference	  is	  the	  price	  to	  pay	  
to	  have	  no	  centralization	  point	  in	  the	  system.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4	  A	  compare-‐and-‐swap	  object	  exposes	  a	  single	  operation:	  cas{u,v}.	  This	  operation	  ensures	  that	  if	  the	  
old	  value	  of	  the	  object	  equals	  u,	  it	  is	  replaced	  by	  v.	  In	  such	  a	  case	  the	  operation	  returns	  true;	  other-‐
wise	  it	  returns	  false.	  

Figure	  3:	  Comparison	  between	  Zookeeper	  (bottom)	  
and	  a	  key-‐value	  store	  based	  implementation	  (top)	  of	  

a	  critical	  section	  
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On	  the	  other	  hand,	  having	  no	  execution	  bottleneck	  pays	  off	  when	  concurrent	  clients	  access	  disjoint	  
objects.	  In	  Figure	  4,	  we	  present	  the	  scalabil-‐
ity	  factor	  of	  our	  approach	  in	  comparison	  to	  
Zookeeper.	  These	  results	  were	  obtained	  
when	  clients	  access	  distinct	  compare-‐and-‐
swap	  objects	  with	  high	  probability.	  The	  re-‐
sults	  for	  Zookeeper	  are	  reported	  for	  3	  serv-‐
ers.	  This	  is	  the	  maximal	  throughput	  we	  can	  
obtain	  since	  all	  the	  operations	  update	  the	  
shared	  objects.	  
	  
In	  Figure	  4,	  we	  observe	  that	  our	  approach	  
scales	  when	  the	  number	  of	  servers	  increas-‐
es.	  With	  6	  and	  12	  servers	  we	  obtain	  respec-‐
tively	  a	  multiplicative	  factor	  of	  1.4	  and	  1.6	  in	  
comparison	  to	  a	  deployment	  of	  3	  servers.	  
This	  scalability	  factor	  is	  small,	  nevertheless	  it	  
shows	  that	  contrarily	  to	  the	  classical	  state	  
machine	  replication	  approach,	  the	  system	  scales-‐up	  when	  more	  servers	  are	  added.	  
	  
Research	  opportunity.	  Our	  preliminary	  results	  are	  promising.	  They	  show	  that	  one	  can	  implement	  a	  
strong	  synchronization	  primitive	  on	  top	  of	  an	  off-‐the-‐shelf	  key-‐value	  store,	  and	  thus	  avoid	  a	  bottle-‐
neck	  in	  the	  system	  where	  all	  synchronization	  calls	  are	  serialized.	  Yet,	  to	  be	  more	  convincing,	  we	  
should	  improve	  our	  base	  implementation.	  In	  particular,	  the	  implementation	  should	  be	  more	  efficient	  
when	  a	  process	  accesses	  in	  isolation	  the	  compare-‐and-‐swap	  primitive.	  	  

	  

F2.81	  FUSE-‐based	  file	  system	  interface	  (federation)	  

Distributed	  file	  storage	  services	  (DFSS)	  offer	  a	  unified	  filesystem	  view	  of	  distributed	  data	  stores.	  As	  
for	  any	  distributed	  storage	  service,	  the	  expected	  properties	  of	  a	  DFSS	  are	  consistency,	  availability,	  
and	  tolerance	  to	  partitions.	  The	  CAP	  theorem	  [CAP]	  states	  that	  a	  distributed	  storage	  system	  can	  fully	  
support	  at	  most	  two	  of	  these	  three	  properties	  simultaneously.	  Since	  a	  micro-‐cloud	  may	  be	  temporar-‐
ily	  disconnected,	  and	  such	  an	  event	  should	  be	  supported	  in	  LEADS,	  partition	  tolerance	  is	  mandatory	  
in	  our	  targeted	  architecture.	  Besides,	  an	  important	  non-‐functional	  requirement	  in	  LEADS	  is	  a	  clear	  
separation	  of	  concerns	  between	  the	  level	  of	  the	  micro-‐clouds	  and	  the	  federation	  level.	  Consequently,	  
a	  DFSS	  system	  at	  the	  federation	  level	  must	  be	  built	  using	  the	  data	  access	  primitives	  available	  at	  the	  
lower	  level.	  To	  fulfil	  both	  requirements,	  we	  have	  worked	  on	  the	  implementation	  of	  a	  DFSS	  on	  top	  of	  
a	  regular	  key-‐value	  store.	  Our	  preliminary	  work	  in	  this	  direction	  is	  FlexiFS	  [DAIS13].	  FlexiFS	  is	  a	  modu-‐
lar	  DFSS	  that	  implements	  a	  range	  of	  state-‐of-‐the-‐art	  techniques	  for	  the	  distribution,	  replication,	  rout-‐
ing,	  and	  indexing	  of	  data.	  In	  what	  follows,	  we	  briefly	  describe	  our	  findings	  in	  developing	  FlexiFS,	  as	  
well	  as	  the	  future	  directions	  we	  shall	  investigate	  so	  as	  to	  implement	  feature	  F2.33.	  	  
	  
FlexiFS	  is	  a	  fully	  functional	  and	  configurable	  DFSS	  service.	  The	  key	  insight	  of	  FlexiFS	  is	  a	  novel	  decom-‐
position	  of	  a	  DFSS	  in	  put	  and	  get	  operations	  augmented	  with	  a	  compare-‐and-‐swap	  synchronization	  
primitive.	  In	  the	  context	  of	  LEADS,	  this	  primitive	  is	  implemented	  using	  features	  F2.71	  and	  F2.72	  that	  
provide	  a	  universal	  construction	  of	  atomic	  objects	  at	  respectively	  the	  level	  of	  a	  micro-‐cloud	  and	  at	  
the	  federation	  level.	  
	  

Figure	  4:	  Scalability	  of	  a	  key-‐value	  store	  based	  im-‐
plementation	  of	  compare-‐and-‐swap	  in	  comparison	  

to	  Zookeeper	  
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Figure	  5:	  General	  Architecture	  of	  FlexiFS	  

	  
We	  depict	  the	  general	  architecture	  of	  FlexiFS	  in	  Figure	  5:	  General	  Architecture	  of	  FlexiFS.	  A	  FlexiFS	  
client	  accesses	  the	  filesystem	  through	  a	  filesystem	  in	  user	  space	  (FUSE)	  implementation.	  FUSE	  is	  a	  
loadable	  kernel	  module	  that	  provides	  a	  filesystem	  API	  to	  the	  user	  space.	  Each	  access	  to	  the	  filesys-‐
tem	  is	  transformed	  into	  a	  Web	  service	  request	  and	  is	  routed	  toward	  a	  proxy	  node	  that	  acts	  as	  an	  en-‐
try	  point	  to	  the	  distributed	  storage.	  The	  proxy	  redirects	  requests	  to	  the	  adequate	  storage	  node(s),	  
which	  store	  or	  return	  data	  blocks	  via	  the	  put/get	  interface.	  
	  
FlexiFS	  decouples	  metadata	  from	  data	  storage.	  For	  each	  file,	  an	  inode	  block	  contains	  the	  metadata	  
information	  about	  the	  file,	  e.g.,	  size	  and	  user/group	  ownership.	  One	  or	  more	  data	  blocks	  hold	  the	  
content	  of	  the	  file.	  Both	  data	  and	  inode	  blocks	  are	  stored	  in	  the	  distributed	  key-‐value	  store.	  The	  
structure	  of	  the	  file	  system	  employed	  in	  FlexiFS	  follows	  a	  Unix-‐like	  graph	  structure.	  
	  
When	  the	  user	  executes	  an	  access	  to	  the	  file	  system,	  the	  proxy	  splits	  the	  access	  in	  multiple	  get	  and	  
put	  operations	  followed	  (if	  needed)	  by	  a	  compare-‐and-‐swap	  operation	  to	  update	  the	  metadata	  of	  
the	  file.	  	  For	  instance,	  upon	  the	  creation	  of	  a	  file	  or	  directory,	  the	  proxy	  first	  stores	  a	  corresponding	  
inode	  block	  in	  the	  distributed	  storage.	  Then,	  it	  executes	  a	  compare-‐and-‐swap	  operation	  on	  the	  par-‐
ent	  directory	  to	  add	  the	  file.	  Performing	  a	  compare-‐and-‐swap	  ensures	  that	  no	  two	  clients	  create	  the	  
same	  file	  concurrently.	  If	  the	  file	  was	  concurrently	  created,	  the	  proxy	  returns	  an	  error	  to	  the	  client.	  
Otherwise	  the	  proxy	  opens	  the	  file	  and	  indicates	  that	  the	  operation	  was	  successful	  to	  the	  client.	  
	  
Research	  opportunity.	  FlexiFS	  shows	  that	  decomposing	  a	  DFSS	  in	  flat	  accesses	  to	  a	  data	  storage	  layer	  
is	  possible.	  We	  have	  also	  learned	  from	  this	  work	  that	  sharing	  the	  files	  can	  be	  done	  at	  a	  high	  level	  of	  
consistency	  with	  a	  small	  performance5.	  Two	  directions	  of	  research	  follow	  this	  preliminary	  work.	  First,	  
FlexiFS	  is	  implemented	  using	  expandable	  storage	  blocks,	  which	  requires	  an	  appropriate	  garbage	  col-‐
lection	  mechanism	  to	  recycle	  them.	  This	  non-‐trivial	  mechanism	  is	  currently	  missing	  in	  our	  implemen-‐
tation.	  The	  second	  direction	  of	  research	  is	  the	  extension	  to	  the	  micro-‐clouds	  federation	  of	  the	  FlexiFS	  
approach.	  To	  that	  regard,	  we	  are	  confident	  that	  our	  approach	  is	  applicable	  at	  this	  level,	  provided	  that	  
a	  key-‐value	  store	  API	  exists	  at	  the	  level	  of	  the	  micro-‐clouds	  federation,	  as	  well	  as	  a	  mean	  to	  imple-‐
ment	  efficiently	  a	  compare-‐and-‐swap	  primitive.	  These	  two	  interfaces	  are	  provided	  respectively	  by	  
features	  F2.12	  and	  F2.72.	  
	   	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
5	  Typical	  file	  system	  workloads	  exhibit	  more	  data	  accesses	  than	  metadata	  accesses.	  Under	  such	  cir-‐
cumstances,	  the	  performance	  penalty	  of	  implementing	  a	  strong	  sharing	  semantics	  over	  a	  weak	  one	  is	  
small.	  
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6. Conclusion	  
This	  deliverable	  presents	  a	  specification	  of	  the	  storage	  layer	  in	  the	  LEADS	  platform.	  This	  layer	  consists	  
in	  a	  key-‐value	  store	  with	  extended	  capabilities	  to	  support	  a	  federation	  of	  micro-‐clouds.	  We	  present	  
the	  targeted	  architecture,	  and	  list	  the	  features	  that	  have	  to	  be	  supported	  by	  the	  storage	  layer.	  Fur-‐
ther,	  we	  describe	  our	  prototype	  implementation	  built	  on	  top	  of	  Infinispan.	  We	  list	  on-‐going	  work	  on	  
Infinispan	  and	  some	  research	  opportunities	  related	  to	  them.	  As	  required	  in	  the	  DoW,	  our	  current	  
prototype	  implementation	  is	  fully	  functional	  in	  the	  case	  of	  a	  single	  micro-‐cloud.	  
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